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FOREWORD 

Elect romagne t i warfare is the contest through pre- 
clusive use, jamming 9 interference and related meas- 
ures for the control of all or parts of the radio 
spectrum or the denial of" use by others* This report 
deals only with the so-called long-range portion of 
the spectrum (below .30*000 kilocycles )• in so far as 
the direct conduct of warfare is concerned,. ihe sub- 
ject is much broader than the mere jamming of mass 
aural channels of radiobroadcasting » It envelopes 
the #xo!e gamut of uses to which radio can be out in 
the spectrum portion considered* this assessment 
is intended to givfe some description of the present 
Soviet Orbit rapid c ommuni cations profile ? the manner 
in i&l ich these resources are employed,, their purpose 
and use 5 and a measure of their essentiality* From 
this point of departure ^ trends* capabilities* vul- 
nerabilities* and intentions with respect to enlarge- 
ment of electromagnetic warfare a3:-e developed basically 
£rom the standpoint of strategic and economic service ^ 
under cold war conditions during the next two years* 
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Summa ry 

The radio medium is a worldwide natural resource* It 
is extensively exploited by the Soviet Orbit* Wire as well as radio 
conjoin in providing the Orbit with a rapid communications profile 
of mammouth proportions* Thou^i complex, the parts are generally 
integrated for maximum service to the state * There is heavy depen® 
dene© cm radio* Wire line facilities are inadequate in large areas 
of the Orbit east of the Urals* Radio is the only rapid msdialfor 
communications * long-range navigation, and guided missile control 
services involving mobile units* Its radio resources facilitate and 
accelerate the exercise of the sum total activities of the state 
in all it© ramifications , political, economic, social, propagandise 
tic, and military© Jamming today is among its uses* 

The most critical area from the vista of rapid c6mmunioa«> 
tions inadequacies is the strategic Arctic area* Air routes between 
northern Siberia and the United States arc generally shorter through 
the Arctic region by great circle navigation* But it is in the 
Siberian area where Orbit wire facilities are sparsest, thus aggra- 
vating the dependence on the radio medium* Further, r adlo propaga- 
tion in this area (North Auroral Zona) is somewhat unstable, hence 
unreliable* Moreover, rapid physical transport to back up the more 
rapid commtmicationa media ar® also sparse in this area* These fae~ 
tor* tooffth** Kwrmiv-rn to render thts* area critical* 

The equipment necessary for communications and jassaing operas 
ticna can be manufactured by the iaaportant Orbit electronics industrjo 
For essential and military electronics requirements there exists in the 
Soviet area of control sufficient capacity due to thempld growth during 
the last few years* The production of decimeter radio relay equipment 
has grown from nothing in i?l>8 to an estimated 1500 sets in 1952* Pro- 
duction facilities arc adequate to produce electronics required for a 
reasonable electromagnetic warfare program* The effect on other Soviet 
electronics programs will depend on the scope of their undertakings Re- 
ceiving end transmitter tube production capacity exists for feasiablc 
programs* Transmitters can b© manufactured in reasonable mashers© If 
larger numbers of transmitters are required, electronic production facili 
ties can be diverted if sufficient priority 1© given to oxpmd electro* 
magnetic warfare program by the Kre®lin a Equipment production will there- 
fore not be a major factor in influencing electm&gnetic warfare© 

Rapid electric communication© systems require electric 
pewr as the source of energy* Although the percentage consumed by 
C( 2 Mimnie attorns of the total available to the Orbit is minute, a 
continuing supply of electrical energy is essential to proper opera- 
tion of electrical rapid ©cttmnic&tions© But th© inadequacies of 
po??®r distribution over large areas east of the Urals impose logistic 
and generating problems that could become vexing under sudden heavy 
demand conditions Q 

The availsxbility of communication manpower is not abundant, 
but adequate, and capable of being increased over a period of six 
months or so© In the field of techniques, procedures, and technolo^ 
gies, Soviet competence seems to b© as far advanced as that of the 
West in so me areas* In others it is less creative and more imita- 
tive* But imitation itself cannot close the gap between concept i on 
of an idea and application© Exploitation particularly of East 0®man, 
Gseeho s Xovakian and Hungarian competence hm made modem contribution 
to Soviet know-how* 

a® Soviet Orbit doe© not enjoy fully standardisation of 
communications equipment md procedures* Incompatibilities should 
result in difficulties In achieving maximum integration, main tenance 
efficiency* md maxtaum flexibility of operations* 
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Post World War II trends have been marked by restoration 
activities ^followed, about 191/9, by increases in the capacity of 
existing plant, extant! on of plant to virgin territory, and the 
application of* new world techniques and technologies created during 
and since the war. Apparently several new significant land lines 
and at least on© significant submarine cable have been installed 
in or into the strategic Arctic area. Of pertinence here is rather 
huge development of the wire-diffusion systems for the wire line 
distribution of mass aural broadcasting programs . The radio trans- 
mission base has been steadily increasing in terms of number of 
transmitters, power, uses, and service area. Production of micro- 
wave radio equipment suggests that soma systems are already in 
operation. The jamming system has continued to expand since its 
inception in the post World War II era. Over the next two years 
the Soviets will push forward to greater heights the developments 
they commenced when restoration was about complete in X9U9. 

The Soviet Orbit possesses at least some 9,600 signifi- 
cant radio transmitters. By the application of numerous operational 
me thods the Orbit could appreciably enlarge its electromagnetic 
warfare capabilities. But the strategic cost of utilising these 
capabilities is thought to vary exponentially with the extent of ^ 
their utilization. Rapid communications are fundamentally means 
for accelerating human action and accelerated human action in turn 
imposes demands for additional accelerating moans. The strategic / 
cost of isssdjsum utilisation of present capabilities over the next | 
two years are considered to be almost intolerable . Since on® of 
the prime objectives of the Kremlin is given as the rapid expan- 
sion of the strategic power of the Soviet Orbit at an accelerating 
rata, it would seas that the Orbit would need to develop more and 
more communications resources for legitimate services rather than 
to consider any significant curtailment therein. Where there is 
a choice of madia the Kremlin cea favor wire over radio, or physical 
media over both. There is grave question, however, whether the 
Orbit, at least in those huge areas where rapid ccmunieations 
resources are relatively undeveloped, could afford the luxury of 
d oing anything itself that would diminish or tend to diminish, for 
tfa® r®xt two years at least /-the rat® at which it seeks to, acceler- 
ate the growth of strategic power 2P Ifor does it seem likely, for 
tho seme 'reasons, that the Orbit would cherish the potential 
retardational effects of retaliatory jamming upon the rate. Maximum 
utilization of electromagnetic warfare capability could impair the 
poli tically cohesive and control benefits of domestic mass aural 
radiobroadcasting, the agitative and propasgandlstic potency of 
international mass sural and press radiobroadcasting, the efficiency 
of economic performance, the cultural and social satisfactions of 
the people derived through and from rapid communications services, 
and the strategic and tactical contributions of radio services for 
the exercise of military command the effective deployment and use 
of military weapons. 

The Soviet Orbit could markedly increase its electromag- 
netic warfare capability aver the next two years. The amount of 
increase would directly depend upon Kremlin intentions with respect 
to jamming. If future jamming potential dominates production planning 
and rapid comiunieations systematization in such wise as to dix&aifih 
dependence on radio below 30,000 kilocycles, tho increment in capability 
could be large. But even without any Kremlin intentions to enlarge 
jamming capabilities as. such, the growth of radio facilities to support 
.n other plans and intentions would automatically yield an increase 
in. capability. 
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Vulnerability, the susceptibility of Orbit to disruptions 
in the exercise of the sum total activities of the state in all its 
ramifications , is assessed by measurement of the strategic essent- 
iality of Soviet Orbit radio services for that purpose « Where there 
is no essentiality there is no vulnerability* Only strategic 
essentialities are considered* Radio communications channels are 
classified according to strategic essentiality of the service they 
contribute* Command channels are required for the exercise of 
gupreefta authority and control* Hence the demand for radio as a 
rapid media for some of these channels is heavy* Hence the vulner- 
ability of Soviet command channels 1© rather high in all areas except 
possibly In the European Orbit* Intelligence channels, of which 
nothing is k&ora, are mentioned because of their high strategic 
importance* Operational channels, which are required for the optimum 
deployment and employment of strategic power where time is precious 
and dependability of service vital, are of two types from the stand- 
point of vulnerability* The non-mobile operational channels are not 
necessarily dependent upon radio and the mobile operational channels 
do depend upon radio* All segments of the Orbit hierarchy and sub- 
ordinate echelons (political^economic, air, sea, and land) require 
the^ service of such channels* The vulnerability of non^mobile 
communication channels is high but not so high as for command channels* 
The vulnerability of mobile channels depends upon the number, charac- 
teristics, and types of missions of the units involved and could 
approach the strategic importance of command channels, as in th© 
chase of a largo flight of long-range bombers armed with atomic bombs 
on m attack mission* The vulnerability of Orbit mobile radionavi- 
gational and radio control (for guided missiles) services is considered 
generally high for combat usage, but for non-combat usage much lower* 
Support channels are those channels required for the exercise of 
Orbit housekeeping function©: They are th® most numerous ©lass of 
channels o The vulnerability of support channels is generally less 
than that for the otherthree classes* They are less important and 
the service they perform can generally tolerate some, delay or caa 
be dispensed with* On the whole the vulnerability of this class of 
channel *K>uld probably rise exponentially with the elapse of time 
during which the service t hay perform was unavailable* 

* Retaliation bspliee the existence of enlarged Soviet Electro- 

magnetic warfare* Soviet planning for an enlargement of electromagnetic 
warfare would probably include plans to minimise the effects of 
ret®2iafcion 0 Planning would also take into account the exposure of 
Soviet radio channels to its own jamming* 

The probable effects of retaliation may be of three kinds* 

1) end effects upon the sum total activities of the Orbitj 2) the 
effects upon th® operational utilisation of the rapid communication 
reeouree; and 3) the diversion of resources* The effects upon the i 
activities of the Orbit would, assuming that retaliation was effective,/ 
result in a slowdown in these activities and if continued would f 

eventually result in losses ineffective strength of the Orbit* The 
slow down would begin at a low level, probably rise rapidly, and begin 
to recede soon after readjustments could be made* Quantitative analysis 
of th® effects of retaliation, if possible at all, would be exhauetingly 
laborious* Th© operational utilization of repid communications would 
be affected by retaliation by a realignment of the traffic loads 
carried by the various rapid media, by th© diversion of less essential 
traffic to less-than-rapid physical means, and by the suspension of 
non-essential traffic* Retaliation, if effective, would be expected 
to iaius© some diversion of resources* The levels of diversion would 
hinge on the essentiality of the class of channels* The diversion of 
resources for command channels could be considerable and involve 
hurried construction of new facilities regardless of mm and material 
costs* To a lesser degree diversion of resources might take place 
for contraction of new facilities to handle the less essential channels* 
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The Soviet Orbit cold war electromagnetic warfare intentions 
may be assessed by analysis of performance, implications, and planning* 

As to performance, the Orbit has been building what appears to be & jaRsetag 
systems of which the magnitude and effectiveness appears to be increasing* 
For the most part, the jamming has been directed against "hostile* radio 
signals (mostly radiobroadcasting) entering the "sovereign" domain of 
the Orbit » It would be, however, hazardous to our comnmnication 
security to conclude that jamming of radiobroadcasting represents total 
Soviet intentions* Possible implication© of the jamming performance 
today are that It helps to achieve more complete E&stoWesi communication 
discontinuity, and it serves as a proving and exercising ground for 
the development of a broader electromagnetic warfare resource* With 
the US removed in distance from its European and Pi 4 cific allies it is 
heavily dependent on radio for rapid communications* Th& Soviets must 
be aware of this situation and have most likely included it in their 
electromagnetic warfare plans* 

It seams clear that* under cold war conditions , the Soviets 
intend to continue to woxk toward minimisation of toe strategic 
essentiality of Orbit radio services* This cm be done by reducing 
their present heavy dependence on the radio medium below 30^000 kilocycles * 
Contruetion of non-radio rapid comuiadcatienss facilities* wi ll probable ^ 
continue to be of prime iasportanoo but in the vast areas east of the 
Urals it is unlikely that toe dependence m radio cm be eliminated 
within to® next two years* In toe case of ton mobile services r^dio 
is essential and of Increasing Importance* The Soviets are unlikely 
to ignore these factors in their planning for an enlargement of ^ 
electromagnetic warfare* / v 

There Is m evidence at hand to indicate that too Soviet 
have, in fact, invoked thus far any of its electromagnetic warfare 
capabilities* The current jamming effort against foreign radio brmd~ 
casting can be characterised a© a legal contest with psychological 
warfare implication©* Electromagnetic warfare TOuld, quit® possibly^ 
be invoked on a localised basis so as not to reveal the Kremlin 8 s full 
hand of tricks* 

The Soviet Orbit possesses, in being, ft Mmmouth rapid 
eomuniaatioiis resource* Included in it are active and potential 
jamming facilities which could be improved and expanded* The rapid 
coesnuBications system is being improved and expanded, but more than 
two year® will be required to sdnimls® toft essentiality of its radio 
services 4 In tha meantime* Its vulnerability in am© of the strategic 
essentiality of its radio services is high-* The full commitment of 
this capability for ©lectromiignotlc warfare in tha face of its high 
vulnerability would be. Intolerable for several years to coma* Localised 
employment under cold war conditions of electromagnetic warfare in such 
a manner as to not bring on retaliation would seem to be the pattern 
which could be followed with to® least dimiption to toe Soviet Orbit* 

The incidence of a hot war would invoke on the part of toe 
Soviet Orbit as full an employment of its electromagnetic warfare 
capability as its war time legitimate strategic essential radio nceda 
would permit * 
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INTRODUCTION 


The radio medium is a worldwide, natural resource** It is a 
harnessable means of transport, at the speed of 186,000 miles per second, 
for the conveyance of ideas, information, and remote control signals 0 It 
exists everywhere.. Hence it is not subject to world monopoly by any 
country or group of countries* Tod^r it is used by all civilized countries,. 
The radio medium not only competes successfully with the only other rapid 
medium for communication purposes, the wire line, but has far surpassed 
the wire line medium in its versatility of use* Apart from its almost 
exclusive domain for specialized functions, such as radiolocation, radio- 
control, and radionavigation, the radio medium is the only available 
medium for rapid communication with andbetween mobile units (aircraft, 
ships, land vehicles) over appreciable distances » Its value as a medium 
of rapid, mass communication is excelled by no other* 

One common -unit of measurement of the radio medium is "frequency"* 
The frequency range of the radio medium, known as the "radio spectrum", 
covers from 10 kilocycles to the order of 3*000,000,000 kilocycles* All 
frequencies do not traverse the radio medium equally well * Those above 
30,000 kilocycles generally aw useful for relatively short distances, 

or line-of® sight application*,.. Those below 30,000 kilocycles generally 
comprise the long-distance portion of the radio spectrum* ## 

Any strategic and economic dependence of th© power nations of 
the world upon this relatively small, though precious, almost fully- 
occupied segment of the radio spectrum for numerous long-range services 
would cast this segment in a crucial role 0 

The key to any appraisal of Orbit electromagnetic warfare poten- 
tial is the sum total, of the active and reserve radio transmitters it can 
put on the air* This is so because any radio transmitter capable of 
radiating electromagnetic energy on frequencies below 30,000 kilocycles 
must be assumed to be a potential jammer, but much more needs to be known.. 
This includes th© location and characteristics of the transmitters j the 
strategic importance of th© normal service (s) of those transmitters in the 
minds of the Kremlin; the availability of alternate means; the disruptive 
effect, if any, of Orbit jamming of Orbit strategically vital radio services 
the disruptive effect, if aqy, of Western retaliatory jamming of Orbit 
strategically vital radio services! and the variations in effects including 
jamming intensity and duration, among others* The solid data upon which 
solid answers can be formulated are not available* However, sufficient 
fragmentary material is on hand to formulate estimates in measuring Orbit 
capabilities of enlarging electromagnetic warfare and of its cold war 
intentions in this fieldo 

The time limit imposed for the preparation of this report required 
the use of unevaluated as well as evaluated material in order to achieve 
some semblance of scope and depth. For this reason the report should be 
considered somewhat impressionistic rather than completely factual and 
soundly concltuivco 


*~Appen3ix T~"fhe Radio Medium as a World Resource" develops in some detail 
the general nature, significance, and conditions of use of this resource* 
** 30,000 kilocycles -s 30 MGS 


x 
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I t , The Pre sent Orbit Radio . and Wi re C ommu nie at ions Profile r 

In trod jictionc. 

The present Orbit rapid communications profile is a complex in which 
both the radio and wire media are employed* In practise the employment 
of the .radio medium is seldom wholly divorced from the wire medium* The 
inter-dependence that exists takes several forms*, In some applications 
wire facilities complement the radio facilities * In others they are 
supplemental* They are sometimes alternate to each other* Mire lines 
are frequently used to provide control circuits for the operation of 
radio facilities* Wire facilities sometimes provide the only rapid 
me&ns for the collection and distribution of communications received 
from or addressed to mobile units equipped with radio facilities* The 
wire medium does not possess the versatility of the radio medium* But 
modern technologies* some developed initially for application to radio* 
have permitted far-reaching increases in the capabilities of the wire as 
a conveyor of rapid electric communications of various kinds* In view 
of the foregoing the wire medium cannot be ignored in any discussion of 
radio service discontinuities* 

Although operating on radio frequencies beyond the 30*000 
kilocycle limit of this report* the highly pertinent micro-wave (decimeter) 
radio technology* developed practically since World War II* is germane 
to the Orbit communications profile in somewhat the same %/ay as the wire 
line .medium* The strategic and economic implications of this technology 
and its incipient application in the Orbit are telling* It possesses all 
of the advantages of radio below 30*000 kilocycles* except long-distance 
coverage without the intermediacy of relay stations* It possesses all of 
the advantages of wlre 0 It offers high circuit capacity* almost unlimited 
spectrum space* almost complete communications security* low susceptibility 
to magnetic* atmospheric and other disturbing influences* low vulnerability 
to electromagnetic warfare* a high measure of re cup er ability* and* when 
mobilized a quick means in emergencies to replace or augment certain wire 
or radio facilities* Its essential disadvantage for long-distance commnnl* 
cations is the necessity to provide rel^y stations about every 30 mileso 

Radio below 30*000 kilocycles stands alone as the rapid medium 
for communication over appreciable distances with and between mobile units* 
to bridge quickly large bodies of water* and to span with rapidity large 
land areas not otherwise provided with rapid communications facilities* 

This section describes the Orbit communi cations facilities and 
systems in being* along with perceivable trends in their development and 
use > The whole gamut of activities essential, to exploit these communications 
resources fully to serve Kremlin strategy*- their development* installation*, 
protection* operation* maintenance* and expansion— req^ direct support 

of other resources » Those to be considered are manpower* productive* 
technical and technological resources o 
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A o The Facilities and J3ys terns 
1° The Sov iet Union 

Gen eral 

The Soviet Union comprising over 8 0 $ million square miles 
employs radio in all modern recognized communications and operational 
services® For its internal basic communications needs, the Soviet Union 
employs radio more intensively and extensively than any other country in 
the World* It is used in parallel with wire lines to the same points « 

It is used to reach points beyond wire line terminals. Appendix B, a map, 
gives a picture of the distribution of the known main trunk line wire 
facilities (with a few such facilities in the northern European area 
unconfirmed). Also shown on the composite impressionistic map are all 
reported but partly unconfirmed radio stations assumed to contain from 
one up to say fifty or more radio transmitters « In a sense, it depicts 
the radio generation plant of the Union* The map shows that great 
expanses of central and northern Siberia and the Arctic appear to depend 
almost wholly upon radio for rapid communications services within these 
areas and with other areas of the Soviet Union, Polyarnyy, Murmansk, 
lokanga, Vorkuta, Dudinka, Khonu and Nikittsj (unconfirmed), Vilyuysk, 

Ust 8 -Aldan, Krest-Khal 0 dzhay , and Ust’-Srednikam below it seem to be 
the only exceptions® 1/ 2/ 3/ With inadequacies in other forms of 
rapid surface transport in tEese vast areas, air transport can seem- 
ingly provide the only relatively fast alternative means of intelli- 
gence communication* The apparent lack* of wire line facilities in 
these areas, except as pointed out above, does not prove lack of 
importance of either the wire line or the area* Recent reports indi- 
cate that wire lines are being extended northward usually towards and 
along rivers* Activities of strategic and economic importance are 
carried on there* These include shipping over the Arctic Ocean route, 
meteorological studies and observations, air transport, mining, 

Iwbering, etc® ■ 

Strategically imoortant observations may be made from 
this broad picture* Those areas of Siberia which apparently must depend 
unon radio for communications and functional services are for the most 
oart closer by great circle route to the US than are all other portions 
of the Soviet Orbit domain, where, oddly enough, both radio and wire 
facilities are more prevalent* This means that any Soviet air operations 
to the US over these short-haul great circle routes must depend heavily, 
if not alone, upon radio for its strategic, command, tactical, operation, 
and intelligence communications and functional services* Since radio 
signals travel great circle routes between the points of transmission 
and reception, it also means that these vital Soviet radio facilities, 
from the standpoint of distance alone, are in the front-line pcsition 
vis-a-vis the US and hence may be critical to electromagnetic warfare 
plans and strategies® 


* The ab s enc e oY data on the existence of wire line facilities to and along 
the whole Arctic front does not prove non-existence* The strategic 
importance of the area would seem to justify the need for both media® 

This need for wire is further accentuated by the anomalous radio 
propagational conditions existing in the vicinity of the Arctic (Auroral 
Zone)* Suitable north-south routes for extending the wire line system 
into the Arctic, which might mitigate the evils of the permafrost 
problem, might be in and along the White Sea-Baltic Canal, in or along 
the long rivers, which generally run in a northerly direction, and the 
short land-river and sea routes to the East Siberia Sea 0 
See Airlines Map - Appendix P* 
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Civil Facilities 


(1) Basic System 

The basic communication system (telephone* 
telegraoh* telephoto) serving the general-purpose needs of the country 
comprises over three millions of kilometers of wire* in various forms* 

As of March 1951, the USSR was allegedly operating altogether over 
1*I$.90 radio stations in the Fixed Service (including Aeronautical Fixed 
Service) o Some of these, however* may not operate into the basic 
system* According to international records these 1, U 90 . Fixed Service 
radio stations tod assigned to them over 11*900 frequencies below 27*500 
kilocycles * Reportedly to 1951 the system handled 132 million interurban 
and international telephone conversations and 283*5 million domestic 
international* and transit telegrams* During 19^5* 1*5 bp-lion words 
of telegraph traffic was said to have been handled by radio alone © 


Appendix B is an impressionistic composite 
graphical presentation of all reported* and partly unconfirmed principal 
wire facilities and overall radio stations of the USSR* Probably an 
of the wire line facilities but only a portion of the radio facilities 
shewn are direct components of the basic system » Mary of these radio 
stations operate in whole or in part in other services to be described 
later* 

Table 1 infra is a partial list of cities 
having extensive wire and/or radio basic communications facilities o 
They seem to fall into the category of main centers* They communicate 
with Moscow, the principal center, and with each other* They serve 
their own areas directly and through regional and rayon subcenters© 

The figures entered against each center give the number of radio 
frequency listings below 30*000 kilocycles entered in official inter- 
national documents for that city* They do not necessarily reflect radto 
usage* radio dependence, the number of transmitters, or the number of 
stations » _§/ 


Table 1. 


Partial Lis t of Con.1ectural USSR Main Basic Wire and/or Radio Coramunications 


Centers with the Number of Listed Frequency A s si p-nments ( below 30 > 000..MijiQSLc les) 


Moscow 

Irkutsk 

Khabarovsk 

Novosibirsk 

Tashkent 

Vladivostok 

Leningrad 

Yakutsk 

Alma-Ata 

Baku 


59k Sverdlovsk 
239 Krasnoyarsk 
199 Kharkov 
ThS Tiflis 
X2U Kiev 

116 Komsomol sk-na® Amur© 
100 Anadyr g 
99 Rostov-na donu 
95 Ashkhabad 
8U Omsk 


76 

Stalinbad 

29 

68 

Riga 

21 

6k 

Simferopol 

1.8 

6k 

K&san* 

12 

53 

L 9 vov 

12 

It? 

Saratov 

1 

lib 

Kssaudshikau 


U3 

(Ord^honikids© 

6 

32 

30 

Minsk 

3 


Table 2 infra is a list of additional cities 
which may not be functioning as main centers but which show a relatively 
large number of listed frequency assignments©^?/ 


Excluding wire^Xines devoted to wire-diffusion broadcasting* 


“ s 3® 

Approved For Released S/i&rM, CIA-RDP92B01090R000300020038-2 



Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 




Table 2u * 


Lis t^of Additi onal USSR Citi es Shoeing at 
1 Lar^e Nu mber of Assigne d Frequencies 


Archangel 
Petropavlovsk 
(Kane hat skiy) 


?3 

Chita 

56 

Astrakhan 

39 

Odessa 


Semipalatinsk 

35 

6i 

Tobolsk 

Uo 

AXeksandrovsk 



(Sakhalinski) 33 


The wire lines (Apporidix B) like the railroad 
1 lues ( Appendix L) provide service to the populous areas of the country 
which are shown in Appendix L 0 In spite of the wire coverage in these 
populous areas powerful radio stations are found in key cities* Addi^ 
tional powerful radio centers are found at important locations north of 
60® latitude north* Sites of the more powerful* long-range radio stations 
are displayed in Appendix K Map ? * 


In addition to these high frequency stations* 
there are very-Xow^frequency stations in the extreme far north for point** 
io«point co ramuni cation a Appendix K Map l fl 


Gateway cities for the handling of "open” 
international c-orornimications are listed in Table 3 infra® J|/ 

T able 3 . 

List of USSR G atew ay Cities for the 


Handling of '"Open” International Communic ations 


Ashkhabad 

Batum 

Irkutsk 

Leninakm 


Leningrad 

L*vov 

Moscow 

Odessa 


Tallin (Estonian SSE) 

Tashkent 

Tiflis 

Vladivostok 


Appendix C contains a list of the international, 
facilities (International Telecommunications Circuits) operated from these 
gateway cities® Included are the points of communication* the method of 
■communication* and the media employed. The use of the radio medium involves 
frequencies below 30$ 000 kilocycles ® Included on page 1 of Appendix C 
are some detail statistics on these facilities for the whole Orbit® 


The cities shown in Tables 1, 2 # and 3$ supra 
all of which employ both wire and radio with the exception of Petropavlovsk 
(Kmchatskiy), form the hard core foci of the basic domestic and inter- 
national rapid communications system of the Soviet Union® 


Though not properly considered part of the 
basic system* certain additional strategically important international 
radio facilities are listed in Appendix D® This is a partial list of 
« closed 51 or covert strategic and emergency communications channels provided 
by radio stations installed in Orbit embassies or legations in foreign 
countries., They are probably intended to communicate with Moscow and/or 
their home capitals® To safeguard these channels for vital use* it is 
likely that they are at present seldom used* if at all® 


ST It is a curi^us^fact that Murmansk in the Arctic and Kuybeyshev (the 
alternate capital of the USSR during a portion of World War II) do 
not appear in either list® This omission suggests the possibility 
that the USSR may not have amended its international notification 
records to the International Telecommunications Union since the late 
1930 *s or early 19U0 ? s« 
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(2) Aeronautical Systems 

For rapid transport in a country many large 
areas of which are without modern highways, railroad lines, and inland 
waterways running in the right direction air transport looms important© 

This is particularly true of the Soviet Union east of the Urals and north 
of the general route of the Trans-Siberian railroad. Air transport east 
of the Urals is of great economic importance to the country. It supports 
the Northern Sea Route by providing year-round access to the rich mineral 
deposits and other natural resources in biberia© It services the new hydro- 
electric and canal projects In this area© It assists in the maintenance 
of meteorological services which in turn serve the whole country, and in 
supporting scientific explorations in the arctic and desert areas© Air trans- 
port in this large area also serves political purposes by providing a rapid 
transport link between the Kremlin and tie areas© Air transport is widely 
used for the distribution of newspapers and other party propaganda media© 

It carrJ.es mail and key personnel© The most recent development of some 
significance east of the Urals has been the extension of air service by three 
different routes to the Communist China capital of Peking© 9j In part, the 
very absence of adequate rapid communications facilities in this area helps 
to stimulate the development of air transport there© The safe and efficient 
operation of air transport in this area in turn requires the provision of 
suitable aeronautical radio communication and radionavigation aids© 

There are three kinds of aeronautical radio service i 
The aeronautical fixed service, the aeronautical mobile service, and the 
aeronautical radionavigation service© 

little is known about the wire facilities used by the 
USSR to serve its civil and military aeronautical operations. No doubt 
some wire lines are specially. employed for these services© Appendix F 
spots some of the Soviet radio stations providing aeronautical mobile and/or 
radio navigational aid service. In 19 h9 it was thought that stations per- 
forming aeronautical fixed service were closely connected, even to the use 
of the same radio channel as that which the aeronautical station (land sta- 
tion used to communicate with aircraft) uses to communicate with aircraft* 

In 19U9 there were thought to be over 300 radio stations associated with air- 
lines and airfields, and this number has probably been increased considerably 
since that time© It is not known to what extent civil and military aviation 
communication is integrated© Appendix F also shows some of the radio 
transmitting stations offering radionavigation services to aircraft© 

(3) Maritime Systems© 


While the USSR was never a great maritime power, it 
did rank eleventh among maritime nations in 1939 for vessels of 1,000 gross 
registered tons and over© Heavy tonnage losses were suffered during World 
War II but Lend-lease and other replenishments have since more than made up 
for those losses© She operates hundreds of vessels of 1,000 tons and over© 
Half of its merchant fleet is based in the Far uiast© In recent years the 
Soviet Government has put increasing stress bn the need for augmenting the 
role of water transport in the national economy© Among others, the USSR 
operates water transport in the White Sea, Gulf of Finland, Black &ea, Cas- 
pian Sea, Sea of Okhotsk, the Baltic, over the Northern Sea Route© ^ome of 
the service is domestic coastal, and some deep sea ocean© Additionally the 
USSR operates fishing fleets and a considerable amount of inland transport 
Is conducted over the numerous long rivers of the country 0 11/ 

There are two kinds of maritime services: the mari- 
time mobile service and the maritime radionavigation service© 

Little is known about the wire facilities used by the 
Soviet Union in connection with its civil and naval maritime communications 
operations© Probably some wire line facilities are involved© Appendix F 
soots some of the radio transmitting stations providing these two kinds of 
service© In 19U9 it was thought that 350 or more radio stations were involved 
with shipping (probably naval and mercantile}© They appear to form two sepa- 
rate though closely integrated networks, one /for river and the other for ocean 
transport© It is thought that stations at ..six or more important locations 
serve as focal points for all maritime traf £» in their general vicinity and 
as interchange points for traffic with the basic communications network© The 
main station for communication with the Soviet fleet on the high seas is 
said to be located in Moscow© 
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Officially published Soviet Union statistics 
showed that, as of September 1951$ the USSR was operating only 21 k coast 
(coiiMunicationa) stations a AH of these stations provide telegraph and 
most of them telephone service# The same source shows 768 ship*?, including 
naval, military, and ice-breakers, were ©quipped with radio# 12/ 

(4) The land Mobile Radio System 

Land mobile radio services comprise commuiicatione 
services between mobile radio stations and base radio stations and between 
two or more mobile radio stations# The Soviet Union operates many such 
services to facilitate government, industry, and- particularly mill laxy 
operations# Mobile radio stations are installed in railroad engines and 
cars to expedite the operation and control of trains and to facilitate 
yard switching# Mobile radio stations are installed in motor vehicles to 
strengthen security and aid police control# Mobile radio stations installed 
in machine tractors are used to accelerate agriculture by assisting in the 
dispatching operations# Mobile radio stations are probably used ii mining, 
manufacturing, and the larger construction operations# Though many of 
these applications use radio frequencies above 30,000 kilocycles, it is 
likely that so m frequencies below 30,000 kilocycles are also employed# 

Undoubtedly the Rad Army is by far the greatest 
user of the land mobile radio service, even though it also uses wire 
lines in its operations# 13 / 

(5) Meteorological Radio Sy stem 

Meteorological radio services include the 
transmission of special radio signals intended so lely for meteoz*ologicaX 
including hydrological, observations and exploration, and for the -brans* 
mission of meteorological bulletins and weather reports # These se rvices 
probably support the economy, agriculture, science, air and water trans- 
port and other needs of the country# In 191$ it was thought that 
practically all of the larger radio stations gave some kind of meteorolog- 
ical service# Other stations, mainly small, had been established for 
reporting meteorological observations# In X9i$ bulletins were reported 
to have been broadcast by radio from 21 locations # The Soviet Union 
maintains many radio stations on the land masses and islands along the 
Northern or Arctic Sea route from Murmansk to the Pacific Ocean,, Hany of 
the radio stations shown on the map in Appendix B conduct meteorological 
service of one kind or another* Originally many of these were to furnish 
long-range meteorological data from fixed locations to aid in scientific 
and military experimentation# Subsequently they were _ said to be used for 
general exploration and exploitation of the Arctic Sea and air routes# 

They apparently maintain communications with each other and with certain 
principal stations which intercoimnunicate with main radio stations of 
the basic network nearest to them. In 19i$ there was evidence of about 
200 stations in the Arctic regions (north of about latitude 52° north), 
and it was estimated that there were at least 200 more* Ihf 

(6) The Broadcas tin g System 

For rapid collective communication the Soviet 
Union employs two basic kinds of broadcast service# One is the popular 
mass aural broadcasting service for the benefit of the general public* 

It provides domestic and international service in the low-, medium-, and 
hi gh«f re quency portions of the radio spectrum, all below 30,000 k± Iccyeles* 
The other broadcast service is the more specialised and limited service 
generally employing forms of telegraphy, for both domestic and international 
reception for the benefit of more specific addressees. One known ippli.- 
cation of this technique is the press broadcast service® Other broadcast 
services are probably associated with the more strategic need of t ie state, 
mch as broadcast intercept service for submarines and other vessels of 
the Red Navy and outpost or advance bases# 

«* 6 « 
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(a) The Maas Aural Broadcasting System « 


The USSR operates an extensive mass aural broad- 
casting system providing for the internal or home service and the external 
or international service* The basic motivation behind the home, service 
is the means for communist indoctrination and agitation and that behind 
the international servj.ee is Communist prppaganda* Because propagational 
parameters and language complexities are restrictive limitations many USSR 
broadcast transmissions are beamed to selected internal and external areas* 
Appendix E is a list of Soviet cities from which these transmissions 
emanate, along with the number of transmitters and the frequencies and 
powers employed* Page three of this appendix gives consolidated statistics 
on these radio transmission facilities* They show that the USSR employs 
at least 168 transmitters in at least 85 cities 0 The transmission power 
employed ranges from 1 kilowatt to 500 kilowatts* Of these 168, I42 operate 
in the bands below 500 kilocycles, 6l in the bands between 500 and 1,600 
kilocycles, and 65 above 1,600 kilocycles* Of the total number, 3 low- 
frequency, 2 medium-frequency, and an estimated 22 high-frequency trans- 
mitters are in the Moscow area* The map in Appendix B symbolizes the 
location of these cities* Some of these transmitters undoubtedly operate 
as part-time jammers* jjf \*jJ The locations of broadcast trans- 
mitting stations are scattered" over the country* They are densest in 
European Russia and thinnest over the north central and northeastern areas 
of the USSR, 


The internal system comprises three levels of 
stations, tho All Union stations in and around Moscow, the primary stations 
located in one or more cities of each of the republics, and the local 
stations* All three levels of stations originate programs* In addition 
the primary stations rebroadcast portions of the Moscow transmissions and 
the local stations rebroadcast portions of the primary station transmissions 
which include portions of the Moscow transmissions* This systematisation 
gives Moscow a "command” channel down $g$o echelon to localised points* A 
calculated estimate of the total number of domestic program radio medium 
transmission hours per day comes about 900 hours* The Soviet Union 
has claimed that, some 76 languages are employed in this system, but moni- 
torial observations reveal the use of only 26 including Russian* The 
unheard languages may be used on relatively low-powered transmitters of 
short range or over wi re-diffusion networks * 18/ 

The wire line plays a strategic as t-arell as a 
political and economic role in the Soviet mass aural broadcasting system* 
Wire lines are used to relay Moscow broadcast transmissions to distant 
city stations for retransmission. Another princip aluse of wire lines 
is for the distribution of broadcast programs to loudspeakers, rather than 
to individual radio receivers which obviously depend upon the radio medium* 
These wire lines for the most part seem to be independent and separate 
from the wire lines used for telephony and telegraphy* By wire connection 
to the transmitting studio, loudspeakers in the surrounding area are served* 
The wire link is also employed to transmit programs to more distant wire- 
diffusion exchanges* Other remote areas are served by wire -•‘diffusion 
exchanges which pick up more distant programs by radio, amplify them, and 
distribute these signals to wired loudspeakers* In 1951 it was thought 
that the Soviet Union operated over 11,000 main wire diffusion exchanges 
serving over 6*8 million loudspeakers, and over 15,000 minor wire diffusion 
exchanges (post-war development) serving over 2 million loudspeakers „ They 
are scattered over the country and obviously employ incalculable kilometers 
of two -wire lines* 

This wire mesh has important implications for 
electromagnetic warfare* It Is available for civil defense warning 
notices, as many of the connected loudspeakers are located In public 
squares and key locations* It is available for one way coinmuni cation and 
to address groups or Individuals * And it is available, though primitively, 
as a partial alternative to the use of radio in the basic system for 
essential communications,, 
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The Soviet Internationa broadcasting service 
itself is far reaching. In late 1950 it was estimated that $0 trans- 
mitters in four cities were employed in this service. Of these 33 were 
for high-frequency transmissions * of which 20 were in the Moscow area* 
i-3 &>r medium frequencies, and I4. for low frequencies P They were used 
for foreign broadcasting for an estimated total, of 88 program hours per 
clay in a total of Ul or more foreign languages * Appendix 0 lists these 
facilities along with data on the frequencies employed# the languages 
used# and the areas intended to be served « 

While the Soviet Union is now operating three 
of four television centers and probably some experimental FM stations# 
the use of frequencies above 30# 000 kilocycles for mass aural broadcasting 
purposes Is quite negligible * There in no evidence to {support the likeli- 
hood that the Soviet Union contemplates any sudden or radical changes in 
the above described system based on the use of frequencies below 30,000 
kilocycles* 20 / 


(b) The Press Broadca st ^ervice 

The USSR broadcasts press material from nine 
different cities* These are beamed transmissions to certain areas of 
the USSR, the Orbit countries, and to other continents and countries * 
Appropriate languages are used in various forms of telegraphy# Morse, 
Hellschrieber (a form of facsimile), and perhaps teletype/ Appendix H 
is a listing of data on these transmissions* With little or no difficulty 
this system and its facilities could be used for, at least, specifically- 
addressed one-way communications whenever necessary 
situations » 


(7) The Amat eur Radio System . 

In the USSR the amateur radio service# through 
government interest, is under wide development,, Through the Voluntary 
Society for Assistance to the Army# Air Force# and Navy (00SAAF), and 
probably through other organisations# programs' are carried out for the 
development of radio operators# radio technology# and radio clubs and 
circles* No estimate can be made .of the number of amateur transmitting 
stations that exist in the Soviet Union* It is speculated that the 
number of such stations runs into the thousands* Appendix I shows that . 
some U36 Soviet Union amateurs ware contacted by US amateurs between 19)46 
and 195.3 * It is believed that Soviet policy Is to reduce the number of 
individual stations in a given locale with the idea that one station 
could be well-equipped from the others,, This arrangement affords better 
Instruction to beginners and at the same time makes more effective the * 

communication security control that can be obtained from group activity * 21/ 


(8) Special Servi ce St ations 

In July 19u9 the USSR was broadcasting radio 
time signals from five different locations* meteorological bulletins 
from 21 different locations# and notices to navigators from seven locations,* 
No information is available on the transmission of .medical advice and freq- 
uency standards* 22/ In 19i»9 the USSR was operating special service radio 
stations at the following locations: 2$/ 

Archangel Kuybyshev 

I rkutsk Leningrad 

Khabarovsk Moscow 

Khimki (Moscow) Murmansk 

There ®sy of course be other special services being conducted over the 
radio medium below 30* OCX) kilocycles by the USSR of which we a:"© not aware* 


Odessa 

Tashkent 

Tushino 




Approved For Release CIA-RDP92B01090R000300020038-2 



Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


S-S-C-2WS-T 


b* Mi litary 

The military forces depend upon the civil wire system 
?md long range radio facilities for most of their long distance circuits,. 
Good reliability and adequate security of such circuits are achieved 
because of the maintenance being performed by a semi-military group, known 
as Signal Troops and by virtue of the exclusive assignment of circuits 
for military use® In some instances separate radio facilities are used 
for coded military traffic * As will be seen from the (Appendix li) 
both civil wire and radio facilities are geographically readily available 
to the important military headquarters^ Communication from military 
headquarters to local subordinate units is usually accomplished by 
separate military open wire lines supplemented by short range military 
radio facilities* From a military standpoint, the long distance telephone 
lines must be supplemented by powerful long range radio facilities to 
provide against physical damage to the wire lines and failures during 
the rigorous winters* It is not known whether the Soviet Air Force has 
its own long range facilities® For navigation purposes a large number of 
low power radio direction finder installations are spread throughout the 
country for use by both civil and. military sources.-, 


25X1 


# A& iorm headquarters are net shown east of the Urals because 
of the uncertainty of their locations * 
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2 15 Satellites ( Inc ludes Communist China* East Aus tria, and 
East Germany ) ' ' " “ '™~ — 1 — 

a* Communist China 


General 


It is axiomatic that a highly«developed rapid communis 
cations system in a country usually accompanies highly developed, physical 
communications (railroad* airway 3 waterway* highway* etc»h But even if 
its physical comrrmni cat ions are sparse and primitive* the exigencies of 
modern statehood are such that a x-xell-developed rapid communications 
system is of vita], importance* In China* neither of these two media are 
highly developed in spite of the fact that the country is second in size 
to the USSR* comprising over 3.7 million square miles* with a population 
second to none of about 1*80 million peoples China 9 s rapid communications 
system is principally concentrated in the larger cities of the eastern* 
northern* northeastern* and parts of the central and southern regions of 
the country. They thin out very rapidly toward the western portion,. In 
^he farther reaches of the northwestern* southwestern and western regions* 
rapid communications facilities are practically non-existent*, The map in 
Appendix B gives an impressionistic picture of the general extent and 
local of its principal wire line and reported radio transmitting station 
locations and indicates the combined radio and wire line centers* The 
efficiency and speed of service varies considerably in different parts 
of the country* The present wire line and radio systems* never developed 
to meet or to stimulate public need, seem utterly inadequate to serve 
the overall needs of the country if it is to progress politically* 
socially* economically* and militarily* This seems particularly true if 
development is to take place at a rapid rate* since the role of rapid 
communications is to accelerate human activity and effectiveness 0 24/ 

It follows from the lack of wire line facilities in 
the west and southwest areas that to serve these areas in the near future 
the use of radio will nave to be the dominant means of telecommunications t> 


(!) C ivil Fac ilities 

As in the case of the USSR* no clear-cut distinc- 
tion can be made as between civil and military rapid commqni cations 
facilities and services. In Communist countries* the entire rapid com- 
munications complex with but few exceptions is state owned* state operated* 
and state serving D The military departments can and do avail themselves 
of facilities and services available to other segments of the government 0 
However* for strategic reasons* the military enjoy certain ?{ privileges* 
in providing* operating* and maintaining systems* networks* and facilities 
considered too strategically Important to share with other users & Hence 
this section is divided into the civil and into the military aspects 0 

(a) Basic System 


The basic system (telephone* telegraph* and 
facsimile) serving the genera].. -purpose needs of the country comprised 
about 600 thousand kilometers of wire in various forms* In 1950 some 
328 radio stations were believed to be operating in the Fixed Service 
xor* pci.no— to— point communications* According to a 19li9 estimate* however* 
over 6/3 cities and towns in China had radiotelegraph stations.. It was 
estimated that about 6*5 million interurban and international conversa- 
tions were handled in 1951, In 191*6 12*9 million domestic telegrams 
w ere processed (11<,1 million personal or commercial and 1*8 million 
official or military) and l e l; million international messages* 

Tho seope of the eammmicafcions mtemvte la 

appendix b 0 
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Table it is a partial, list of cities having 
relatively extensive wire and/or radio basic communications facilities^ 
They seem to fall into the categories of main centers. While Shanghai 
still appears to be the principal center, there are indications that 
this distinction is being shifted to Peking. 25/ 


Table It 


P arti al List of. £ ratable . - C ommunist C hina Main Basic Wire 
and/oF" Radio Cormnunications Centers 


Shanghai 

Peking 

Canton 

Blanking 

Chungking 


Harbin 

Mukden 

Dairen 

Hankow 

Kunming 


Kueiyang 

Hsian 

Lanchcu 

Urumchi 


China has 115 circuits to foreign countries j 
of these, are mre circuits and 73 are radio circuits. Gateway cities 
for handling of international communications are listed in Table 5. 26/ 


Tabled 

— —— cltiea Han&ing of 


Aihun 

Dairen 

Lhasa 

Shekki 

Amoy 

Foochow 

Lupin 

Swatow 

Antung 

Fuehin 

Nanking 

Tslngtao 

Canton 

Haikow 

Lung chon 

Tuluerh 

Chian 

Kashgar 

Pang-chiang 

Tungning 

Ch’i-ch *ien * 

Kongmoon 

Peking 

Urumchi 

Chungking 

Kunming 

Shanghai 

Tench! 


Appendix G contains a list of the (International. 
Telecommunications Circuits) international facilities operated from these 
gateway cities* Included are the points of communications, the method 
of communication, and the media employed* Included on page 1 of Appendix C 
are some detailed statistics on these facilities. Nothing is known of 
Communist China’s covert international facilities* 

The cities shown in Tables h and $ form the 
structural foundation of the basic domestic and international rapid 
communications system of Communist China* 

Besides the) basic general-purpose rapid eoirummi- 
cations system described above are specialised systems, networks $ and 
facilities. Some are thought to be exclusively radio, others perhaps 
exclusively wire, and still others involving both* They serve segments 
of the government, industry, and the military. They probably maintain 
connections with the basic system, or can be so connected as necess ary a 
Because they must depend upon the radio medium for rapid communications 
with and between mobile units, the aeronautical, maritime, and land mobile 
radio services loom large in strategic importance, both economically and 
militarily* 


S-S-C-R-E-T 
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0 >) Aeronautical Systems 

, .... ■ . Nereis thought to be some 116 operational 

au fields wl thin Communist China and these are probably available to 
the air transport organization. Practically all of these airfields 
have radio communications facilities and most of them are equipped 
with beacon navigational aids. These airfields for the most part are 
located in the eastern part of China both north and south. Because 
01 the proximity of one field to the ajacent ones the air-ground facil- 
x.>±as might be used in a point-to-point chain of communications. 
Information is not available on existing airways, airways traffic 
control procedures nor on the communication procedures used by the air 
transports operating within Communist China. All of these operational 
airxields, both those controll^; and utilised by the "civil" Andmilitary 
autnorities 3 are immediately available to the needs and demands of the 
Communist Air Force. 


„ . Appendix F locates reported aeronautical 

radio stations providing communication and radionavigation service,, 


{ c) M aritime Se rvices . 


The inadequacy of land transport in China 
jplaced dependence on the merchant marine for the movement 
of the goods of commerce from the centers of production to market a 
Passenger traff ic by water is also thought to be extensive, China has 
nad four divisions of water transports river, coastal, nearsess, and 
oceanic, gqf “ 


- , . , ' fo support some of its shipping activity, 

China is believed to have operated in 19?2 at least 23 coastal radio 
stations, jj$ The map of Appendix F locates many of these stations, 
along with reported radio stations of the Communist China navy. 

It is believed that very little radio is 
used for inland marine operations. 


(d) The Land M obile Radio Services. 

’ . A Nothing is known about the use of radio in 

Comunist China for the operation of trains 5 vehicles* or other land 
mobile units serving the various segments of state interests. Undoutedly 
the Cnxnese army employs radio in connection with its administration aril 


(®) Meteorolog ic al Radio Systems . 

« tittle is known about the rapid communications 

facilities associated with Communist China meteorological service" 3> 
19 h 9 there were. 9 meteorological, radio stations reported in operation/” 
mainly in the high-frequency bands® Curing the same year there w®re 262 
meteorological observation stations throughout the country. It is likely 
that some of these were operating radio facilities for the collection” ‘ 
and distribution of weather reports. 29/ 
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( f . ) The Broadcasti n g Systems * 

Like the USSR* Communist China operates two 
basic kinds of radio broadcast service for rapid collective communi- 
cations* In magnitude the facilities employed do not however reach 
the proportions of those employed in the Soviet Union, Unlike any 
other Orbit country Communist China employs a somewhat novel technique 
for the distribution of news to the far-flung reaches of the country. 
This is known as the radio monitoring network. It comprises designated 
radio receiver reception points which record and disseminate specially 
dictated news broadcasts transmitted over the mass aural broadcasting 
system o The two basic kinds of radio broadcast service— the mass 
aural and the press broadcast services— will be treated separately*, 

(i) The Mass Aural Broadcasting System, 


Communist China operates a mass aural 
broadcasting system of significant magnitude, But from the standpoint 
of the huge area to be served* the domestic transmission system appears 
inadequate to provide a thorough nation-wide service,, It provides 
internal or home service and some external or international service o 
The basic motivation b ehind these two area services is generally the 
same as that for the USSR — propaganda and education. However* the 
inadequacies of wire line and other radio facilities and newspaper 
distribution lay behind the development and use of mass aural broad- 
casting facilities for the dictation and distribution of "news"* The 
map in Appendix B symbolises the locations of the transmitting facilities * 
Appendix E is a list of China cities from which these transmission @ 
emanate* along with the number of transmitters* and the frequencies and. 
powers employed. Page three of Appendix E gives consolidated statistics 
on these facilities. They show that China employs lh9 transmitters in 
60 cities. The transmission power employed ranges from 100 watts to 
50 kilowatts. Of these lli9* none operate in the bands below 500 kilocycles 
111* in the bands between 500 and 1600 kilocycles* and 35 above 1600 
kilocycles o Some of these transmitters may operate as part-time jammers, 

3 St/ 3ll 

The transmission system is centrally organized 
into a nationwide network with Peking as the main, central station. 

Regional and local stations retransmit in part Peking transmissions* and 
in part originate their own programs* Shanghai is the only Chinese city 
with private stations. It is reported that there are 18 such stations 
still in operation in that city. However* program content is controlled 
all along the line, 33 ./ 

Wire line facilities play a part in the oper- 
ation of this system. It is not known to what extent wire lines are 
used to distribute programs from one studio city to another. Some of 
the relaying* however* may possibly take place at times over wire lines. 

To serve the reception system* nevertheless* much wire is employed, Wire- 
diffusion networks use the wire medium to distribute programs received by 
radio or wire to loudspeakers located at street corners* large shops* 
recreational areas* factories* mines* business houses* etc. The extent 
of this system is not known at this time, 33/ 

Even more so than in the case of the Soviet 
Union* the Communist China mass aural broadcasting facilities in their 
totality— radio and wire components* — hold important implications for 
any electromagnetic warfare considerations. By Western standards the 
sum total rapid comrauni cat ions resources of Communist China are inade- 
quate and incapable of contributing to the fullest to any rapid and 
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steep acceleration of the development of the national power of the 
country , They are available for civil defense warning- notices * as 
many radio receivers and loudspeakers are located where groups of 
persons congregate,. They are available for at least one way message 
communication to specifically addressed groups or individuals o The 
press dictation service is an example of this, They are available* 
though perhaps primitively and laboriously* as a partial alternative 
to and a full extension of the use of meager radio and wire systems 
for essential and emergency communications « 

The Communist China international broad- 
casting service is inconsiderable* As of 1 February 1953 this service 
was conducted from Peking* North Shensi* Kunming* and Foochow* The 
broadcasts are directed principally to Indonesia* Indochina* Burma* 
Thailand* “overseas Chinese 1 ’* Formosa* and Japan*. Radio frequencies 
in the medium and high-frequency bands are employed. Appendix G 

lists these facilities along with data on the frequencies employed* 
the languages used* and the areas intended to be served. At present 
there is no low-frequency broadcasting service in China and there is 
no knowledge of any plans to exploit that portion of the radio spec- 
trum for broadcasting* w 


(ii) The Press Broadcast Servi ce 

Communist China operates a radio press 
broadcast service from Peking only® These broadcasts take place in 
English Morse and Chinese numeral code* They are directed to southeast 
Asia* Europe* and North America, and others are for “overseas Chinese 
organizations* foreign newspapers* and telegraphic new services* 81 One 
group of scheduled broadcasts are addressed to “authorized recipients' 6 
without any indication of their location* Appendix H gives details on 
this service*, including the transmitters* frequencies employed^ and 
the schedules. 


In the event of strategic or emergency 
needs these facilities and services themselves could be diverted 
to command and other c ommunic ation channels*. 

Domestic news is not broadcast by this 
specialized service* being handled by the mass aural broadcasting 
system previously mentioned® 


(g) The Amateu r System ® 


The amateur radio service in present-day 
Communist China is almost non-existent. The 19U9-1950 edition of the 
“Radio Amateur Gall Book Magazine” lists a total of 210 amateur radio 
transmitters in Communist Ch na and an additional three listed in 
Tibet a However* late in 1 9h9< ; . the Communist Party in Peking issued 
orders suspending all amateur radio activity until such time as regula- 
tions governing “ham operators” were put out. As of June 1950* no such 
regulation had been issued. Between 191*6 and late 1952 only 11 Commu- 
nist China radio amateurs had contacted US amateurs, 36 / Appendix I 
lists by country the number of Orbit amateurs contacted by US amateurs 0 

(h) Special Service Stations 


Data on Communist China special service stations 
are fragmentary. In 3-91*9* there were four radio stations broadcasting 
radio time signals » No information is available on transmission of 
medical advice and frequency standards* nor on the operation of experi- 
mental radio stations* It is probable* however* that activities are 
conducted in all of these services on frequencies below 30*000 kilocycles 
as well as other services of which ve are not aware, 37 / 


-lU- 
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(2) Military Facilities 

(i) fofire Coimmnications 

All wire lines in Communist China may be regarded 
as in current use by the military and are known to connect all major 
headquarters.* The traffic handling capabilities of the majority of 
lines .extremely low* This low capacity combined with erratic relia- 
bility make long distance communication by wire difficult under present 
condi tions * 

The loss of supplemental radio circuits would cause 
an almost comole te breakdown of all but the most urgent traffic and even 
this would be subject to frequent serious delays* 

To further strengthen the existing facilities* 
decimeter radio relay equipment is being imported into China* but the 
known existence of any chain of radio-relay stations is yet to be 
established.. 


» HSie MapTpp erfdxx^F’^™'”’ 
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'Oo Other Orbit Countries (European ) 
General 


w 


From several, standpoints the rapid communications facilities 
ol these satellites may be considered as an extension of the Soviet 
facilities to the west* with of course the exception of isolated Albania,, 
The dxrect hand of the Kremlin reaches out over this area to exercise 
its domination and control. These satellites (omitting Albania) ail 
have one or more borders with other satellites or wi th the Soviet Union* 
They are all relatively small in size and the extreme internal distances 
to be covered are small relative to the USSR and Communist China. To- 
gether they comprise over 393 thousand square miles (Albania an additional 
10*6 thousand)* Czechoslovakia* East Austria*, East Germany, and Hungary 
are reasonably industrialized* Poland and Rumania less so/’ and Albania ' 
and Bulgaria hardly at all* Albania is of little consequence as a rapid 
communications country* Physical transport development is generally 
consonant with the state of industrial! z ation* With the exception of 
Albania they are all provided with wire line facilities to about the 
same extent as or better than the European portion of the USSR, Coaxial 
and micro-wave radio systems are employed in several countries. Except 
for Albania they may intercommunicate with each other and with the USSR 
over wire line facilities without the necessity of crossing through non- 
Orbit countries where control of the facilities would be in other hands. 

The use of the radio medium for internal or intra-Orbit basic and other 
point-to-point communications does not appear as. necessary as it does 
in large areas of the USSR and Communist China* Though the systematic a- 
tion standards as between the Orbit countries and as between them and 
the USSR and China may vaxy^ they can and probably are being made 
compatible viiere necessary* From all this it may be said that the need 
to exploit the .radio resource is less dire than in the Soviet Union 
and Communist China,, Because of the skip effects of the higher order 
frequencies oelow 30^000 kilocycles, such exploitation as takes place 
itfould tend to involve mainly the lower order frequencies, except of 
course for certain mobile* long-distance, intra-Orbit end other inter- 
national communications* Vis-a-vis Western Europe, the European Orbit 
countries present a ratner formidable structure of wire lines, as can 
be seen from Appendix B. Viewed from the Kremlin, this presentation 
is strategically important,, 

(1) Civil 

(a) Basic System 

The basic system (telephone, telegraoh, telephoto) 
serving the general-purpose needs of these satellites is estimated to 
comprise of over 20 million kilometers of wire* in various forms. As 
of 1951, they x^ere alledgedly operating over 100 radio stations in the 
Fixed Service (including Aeronautical Fixed Service). Some of these* 
however, may not operate into the basic system. It is estimated that 
the system handled over 1J4* million interurban and international tele« 
phone conversations and over 51 million domestic, international, and 
transit telegrams in 1951 « 3f / 

Appendix B is an impressionistic composite graphical 
presentation of all reported, and partly unconfirmed principal wire 
facilities and overall radio stations in these European satellite countries. 
Probably all of the wire line facilities and only a portion of the radio 
facilities shexm are direct components of the basic system. Many of 
these stations operate in other services to be described later. 


* Excluding wire lines devoted to wire -diffusion broadcasting* 
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Table 6 infra is a partial list of cities 
having extensive wire and/or radio basic cornmunications facilities * 
Generally the capital of the country is the principal center* but 
more or 2a ss duplicate centers may have been provided against the 
possibility that the seat of government might have to be relocated 
for emergency of war reasons* s 


Table 6 


Partial list of Probable Europe an Satellite Main 3asic w ire 
and/or Radio Communications Centers ~ 


Albania 

Bulgaria 

Czechoslovakia 

East Austria 

. Durr e s 

Jo rna-0 ryakhovi t sa 

Bratislava 

Linz 

Elbasan 

Ploudiv 

Brno 

Vienna a/ 

Shkoder 

Sofia a/ 

Olornouc 

Tirane a/ 

S t ar a~Z ago r a 

Prague a/ 


Vlone 

Turnova 

Zilina ~ 


hast Germany 

Hungary 

Poland 

Rumania 

Berlin a/ 

Budapest a/ 

Breslau 


Dresden 

Debrecen 

Danzig 

Bucharest a/ 

Leipzig 

Gyor 

Poznan 

Ciui 

Madge burg ■ 

Miskolc 

To run 

Constanta 

Stralsund 

Szombathel 

Warsaw a/ 

Oradea 

a / Capital 


Gateway cities 

for the handling of 

"open” inter- 

national communications are listed : 

-Table 7 

in Table 7 . 39 / * 

Albania 

Bulgaria 

Czechoslovakia 

East Austria 

Tirana 

Vlone 

Sofia 

Bratislava 

Brno 

Machod 

Ostrava 

Prague 

Vienna 

East Germany 

Hungary 

Poland 

Rumania 

Berlin 

Budapest 

Wroclaw 

Bucharest 

Leipzig 

iiatezal'ka 

Ciessysn 

Cluj 

Lindau 

Szeged 

Gdynia 

Constanta 


Szolnok 

Katowice 

Krakow 

Lvov 

Hal denburg 

Oradea 

Satu Hare 
Timisoara 


in Schlesien 
Warsaw 


^open 1 * is defined as cities having through circuits for commercial 

uae&n 
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Appendix G contains a list of the open (inter- 
national Telecommunications Circuits) international facilities operated 
from these gateway cities D Included are the points of communi cation, 
the method of communication 9 and the media employed* Where the use of 
the radio medium is indicated, the spectrum below 30 s 000 kilocycles is 
for the most part employed* Included on page 1 of Appendix C are some 
detailed statistics on these facilities for the whole Orbit by country* 

The cities listed in Tables 6 and 7 together with 
such other strategic emergency or war centers as may exist, form the 
foundation base of the European Satellite rapid communications structure 
for the basic domestic and international rapid communications system* 

While not properly considered as a part of the basic 
system, certain additional "covert” strategically important international 
radio facilities probably exist* A partial list of these for the whole 
Orbit is given in Appendix D* These are thought to be strangle and 
emergency communications channels provided by radio stations installed 
in Orbit embassies or legations in foreign countries around the world* 

They are probably intended to communicate with Moscow and/or their home 
capitals* To safeguard these channels for vital use, it is likely that 
they are at present seldom used, if at all* 

Besides the basic general -purpose rapid communi- 
cations system described above are specialised systems, networks, and 
facilities* Some of these are thought to be exclusively radio, others 
wire, and some comprised of both media* Some may be nationwide in 
scope, others limited to area operations* They serve segments of the 
government, industry, and the military «, They probably maintain connections 
with the basic system, or can be so connected as necessary* 

There is sufficient evidence to assume that direct 
telephone circuits have been provided between Moscow and the hierarchy 
headquarters in each satellite country for high-level, priority service-. 


Because the European satellites must depend upon 
the radio medium for rapid communications and in some cases navigational 
aids, first to be described will be the aeronautical^ maritime, and land 
mobile radio services * 


(b) Aer onau tica l^ S ystems . 

In the European Orbit countries, air transport 
does not necessarily enjoy the same pre-eminence as it might in Siberia 
or China, but they enjoy a greater density of railroad, and waterway 
transport than does Siberia or Bhina* As for rapid communications they’ 
are netted with wire line and radio facilities, so that air transport 
need riot function as a primary carrier of rapid communications* There 
has been no indigenous civil air enterprise in Albania, nor does Albania 
posses an air force* The limited aviation developments there are entirely 
regional in scope, reflecting Soviet intentions rather than Albanian 
efforts to create an air commiinications system* MS/ All of the others 
operate "civil”, para-military, and/or military aircraft on their own 
account or on behalf of or for the Soviet Union* IQgJ k 3/ l$k / U&J 

The Soviet civil air bloc in Europe, serving 
as an air barricade for the western boundary of the USSR, includes the 
Coninfom states of ifcumania, Bulgaria, Hungary, Poland, and Czechoslovakia, 
as well as Albania* The Soviet bloc states in Europe fall into two cate- 
gories of Soviet domination* Rumania, Bulgaria, and Hungary comprise 
states whose civil aviation efforts are under direct Soviet control* 

Poland and Czechoslovakia, which are ex»Republican states, have less 
direct Soviet control over their national civil air effort* 4 §J 
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The map in Appendix F locates reported 
aeronautical radio communication and radionavigation stations in the 
European Orbit countries „ It is estimated that there are over 100 
radio stations in these countries serving air transport*. Because of 
the existence of a comprehensive network of wire line facilities, it 
is probable that that medium is used extensively in serving air trans- 
port in one way or another. 

* 

(c) Maritime Services 

All of the European Orbit countries utilise 
water transport for either inland or ocean service or both . Because 
they have direct or indirect access to the oceans, Albania, Bulgaria, 
East Germany, Poland, and Rumania are the most important satellites « 

For this same reason they all have some semblance of a navy* Ready 
information is not available on the water transport of Albania, 
Bulgaria's merchant fleet comprises only a few vessels of 1,000 gross 
tons and above. 47 / The Danube River is the country’s only artery of 
inland water transport, over which a considerable amount of foreign 
trade and some of its domestic trade flows* 4g/ Fast Germany has no 
ocean-going merchant fleet and in conseouence must depend upon vessels 
of the USSR, the s stellites, and other flags for the movement of her 
ocean commerce* Her fishing fleet is estimated to consist of 200 
vessels o She also operates river vessels. 43/ As of 1 February 19?1, 
Poland had a merchant fleet of 58 vessels ofj.,000 gross tons and over. 
In normal trading its merchant marine operates on a world-wide scale, 
offering ooth liner and tramp service. Small maritime nations such as 
Poland and other satellites of the USSR place a great deal more emphasis 
on their smaller vessels than do larger maritime countries* Poland 
operates an estimated 30 smaller vessels of tonnages between 100 and 
1000 gross tons, 50/ Rumania operates only seven vessels in its sea- 
going fleet, but ils Danube river fleet is composed of a comparatively 
large number of smaller vessels that make a vital contribution to the 
nation's shipping* 51 / 


The map in Appendix F locates some of the 
reported coastal and river radio stations employed for maritime communi- 
cations with vessels equipped with radio in these satellites* It Is 
estimated that some 35 or ho full-fledged coastal stations are available 
in these satellites for communications with nearby and distant vessels* 

Many more than this number probably give service to river, harbor* and 
fishing craft* M Data on the available radionavigation aids have not 
been collated* But the map in Appendix F locates sane of these stations,, 

(d) Land Mo bile Radio S ystem s 

Collated data on land mobile radio systems in 
the European Orbit countries are not available., w h*ile there seems to be 
a general practice to use radio in connection with wire lines for the 
operation of railroads, it is probable that the ana y is the greatest user 
of these systems* Segments of the government and of industry also 
probably employ land mobile radio with various kinds of land vehicles* 
Bulgaria seems to be one of the princip users of radio for railroad 
operations for both point-to-point and fixed station-to- station purposes* 53/ 

( e ) Meteorologi cal u adio S ystem s. 

Raw material has not been collated on these 
systems for the European Orbit countries* The presence of extensive 
wire line facilities in this area tends to remove most of the depend- 
ence upon radio for the collection and distribution of meteorological 
data* However , radio is used to broadcast weather reports for general 
and for specific consumption* 
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All the European orbit countries maintain 
extensive nets of weather observation stations which report information 
regularly by some form of rapid co znmuni c at io n , either radio or wire line* 
The extent of the use of radio for either radiosonde or communications 
by this service is not known* Table 8 infra, shows the number of weather 
observation reporting stations in each country and the number of these 
stations believed to use radio facilities for communication of their 
observations* 


T able 8 

Number of Weat her Observation Reporting Stations and Humber 
oFT?uch^^3tatioiis Employing Radio T ^nmuni cation Facilities 
” for ^ounFiais Indicated 


Country 

Number of 

Weather Observation 
Reporting Stations a/ 

Number of Weather Obser- 
vation Reporting Stations 
Using Radio Coimnuni cations 
Facilities 

Albania 

7 

If any, n B a* 

Austria (all zones) 

67 

none 

Bulgaria 

3k 

5 w 

Czechoslovakia 

28 

If any, n<a a 

Gemany (all zones) 

2lU 

If any, n*a* 

£. J 

Hungary 

U8 

6 %J, 

Poland 

61 

56 d J 

Rumania 

83 


a / "Radio Weather Aids,* 1 
Office. 19^ „ 0. 

Volume II (H* 0* 206), 

U*S* Navy Hydrographic 


( * ) T he tjroadc as ting S ystems^ 

General 

Like the Soviet Union and China, all of the 
European satellites employ radio for mass aural broadcasting, and some 
©f them employ radio in their press broadcast service * %he purpose <*t 
these services are generally the same as those of the USSR and^ China* 

In addition to the latter type of specialized and limited service, 
involving more specific addressees, some of these countries probably 
conduct other services for more strategic purposes of the state, such 
as broadcast intercept service for merchant and naval vessels and for 
outposts and advance bases-, 

( 1 ) The M ass Aural Broadc as ting System o 

All of the European Orbit countries, 
operate mass aural broadcasting systems* The basic motivation behind 
the operation of these systems is the same as that for the USSR and 
Ohina-- Communist indoctrination and agitation* They all give domestic 
service and international service.. Because of the t ransmitting powers 
employed and relatively small size of these countries, many of the 
domestic transmissions probably can be heard well beyond their borders * 
The map in Appendix 3 symbolizes the locations of these transmitting 
facilities c Appendix E is a list of the Orbit countries from which 
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these transmissions originate, along with the number of transmitters 
and the frequencies and powers employed* Page three of Appendix 15 
gives consolidated statistics on these facilities, which show that 
these countries employ some 10,5 transmitters in some 59 cities. The 
transmission power employed ranges from 100 watts to UI 4 O kilowatts » 

Of these U operate in the bands below 500 kilocycles, 7h in the bands 
between 500 and 1600 kilocycles, and 27 above 1600 kilocycles « Some 
of the transmitters employed in this service may operate -as part-time 
jammers- jy/ . 55 / 


Certain programs from stations in the 
Soviet Orbit are rebroadcast by stations in other Orbit countries* 

This is particularly true of Moscow programs* Some of this .rebroad- 
casting is done by wire and some by radio link, and is generally true 
of domestic programs as well , Detailed source material is available 
showing the extent to which this is done* §(/ This qy st emati z aiion 
gives Moscow a "command" channel lown the echelon to localised recep- 
tion points in the Orbit countries » Calculations of the total number 
of domestic -program radio medium transmission hours per day may be made 
from source* jj/? along with the languages and frequencies employed* 

The wire line plays a strategic as well 
as a political and economic role in the Fj^opean Orbit countries mass 
aural broadcasting system as it does in the USSR, and China-, Wire 
lines are employed to relay transmissions from one studio to another 
in the same country and from a studio in one country to a city in 
another country*. The principal use of wire lines is for the distri- 
bution of radio broadcast programs to loudspeakers* rather than to 
individual, radio receivers which obviously depend upon the radio medium.* 
For the most part these wire lines seem to be independent and separate 
from the wire lines used for telephony and telegraphy, though in Fast 
Germany and perhaps in other satellites normal telephone and telegraph 
lines are sometimes employed to provide both services* By connecting 
wire lines to the transmitting studio, loudspeakers in the immediate 
surrounding area are served* The wire link is also employed to transmit 
programs to more distant wire-diffusion exchanges* Other remote areas 
are served by x-ri. re -diffusion exchanges which pick up more distant 
programs by radio, amplify them, and distribute these signals to wired 
loudspeakers* These arrangements are similar to those used in the 
Soviet Union and it seems clear that the Soviet hierarchy is pushing 
this development in the Orbit countries* Appendix J is a tabulation 
by Orbit country of the extent of this wire-diffusion system in relation 
to the use of the nomal radio receiver’s* 

As in the case of the USSR this wire 
mesh has important implications for the question of electromagnetic 
x^arfare, though perhaps not to the same extent* Since the European 
Orbit countries enjoy better coverage of telegraph and telephone wire 
lines, the importance of wire-diffusion lines does not loom as large 
as it does in those areas of the USSR where wire lines are inadequate 
or non-existent .■> Nevertheless they are available for civil defense 
purposes, for one-way individual, or group communication, and as a 
supplement of or an extension to the basic system for essential communi- 
cations* 

The European Orbit international broad- 
casting service is considerable,, Appendix G is a. tabulated list of 
international aural, radiobroadcasting services of all the Orbit countries 
Included in the Appendix is a recapitulation of the number of cities 
involved, the frequencies and languages employed, the program schedules, 
and the areas intended to be served e 
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Development in television and the use 
of frequencies above 30,000 kilocycles for mass aural broadcasting 
appear to be underlay in several European Orbit countries, at least 
experimentally,, This is true of at least East Germany, Czechoslovakia, 
and Poland, But these developments have not reached the stage where 
they compete with or replace the basic broadcasting system operating 
on frequencies below 30,000 kilocycles* 

(ii) With the exception of East Austria all 
the European Oroit countries conduct press broadcast services* Details 
on these services are shown in Appendix H* x hey are usually beamed to 
the areas intended to be served® Russian, French, English, and Polish 
Horses and Russian, German, English, French, and Rumanian fiellschreiber 
are usedo Since these are established services, they could be diverted 
to the handling of strategic individual or collective canmunicationsu 
at least on a one-way basis, in emergency or war situations* 

(g) Ihe Ania teur Radio System 

Freedom of radio speech by the Orbit radio 
amateur appears to have been curtailed and restrictions of various 
kinds have been imposed* They seem to vary from country to country, 
and range from conditions under which amateur radio transmitters may 
be operated to the radio bands to be employed, the countries with 
which they may communicate, what may not be communicated, and political 
party affiliation* Available data has not been collated* on this 
subject. The number of existing amateur radio transmitting stations 
or transmitters is not known, but the number is thought to be in the 
tens of thousands in the European Ox-bit. As a training mechanism for 
young men and women for later employment in electronics and communi- 
cations, the radio amateur activity could serve as a source pool of 
trained or partly-trained technicians. Appendix I shows the number 
of Orbit country radio amateurs contacted by US amateurs between 19)46 
and 1952 * 


(h) Specia l S ervice Station s 

Dais* hav« not been collated cn the existence 
and operation of special service radio transmitting stations in the 
European Orbit countries* It is safe to assume that a number of ex- 
perimental, frequency standard, time signal, and other special, stations 
use the radio spectrum below 30,000 kilocycles for transmissions* 

(2) Military 

Wire Corn mimlca t ions Eas t Germany 

Because of the number of Soviet Military Installations 
in East Germany, separate wire communications have been installed for 
exclusive Soviet use* 

In addition to the Soviet Military firm control 
is maintained over the civil wire net which is modern and extensive* 

All major military headquarters are adequately connected by wire, * 

East Germany would be, of all the Satellites, the 
least affected by the loss of radio below 30 Me* 


ire Communi catio ns ty Hungary 


The Hungarian Amy normally uses civil circuits for 
its peacetime requirements and it is adequate. In isolated areas, the 
Army operates its own circuits, but these are considered to be for 
short band local requirements n 


* See map Appendix M 
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In the event of Immediate loss of radio facilities 
the East-West circuits could absorb the additional traffic; it is 
felt that North-South traffic in the Western half of the country 
would be hard pressed* An analysis of the rail network in Western 
Hungary indicates that the railway telecommunication facilities can 
absorb a fair amount of emergency traffic,. 

Construction of new facilities in Hungary is 
being undertaken with major consideration being given to future 
military potential* 


Wire Communications- Czechoslovakia 

Military forces in Czechoslovakia do not maintain 
a wire eom/trunic alien net phsically separated from the civil system* 

With but one exception,, major mi lit a xy headquarters 
are located on line routes served by modern underground cable* Open 
wire lines which radiate from all major centers make it possible to 
route traffic around sections of underground cable in case of cable 
failure * 


Since 91 percent of all Czech communities tie into 
the telephone net ? Czechoslovakia would not be any more than incon- 
venienced by the loss of radio facilities* 

Wire C or mfiiird c ations Polan d 

The Soviet Union has built an extensive open- wire 
network which is separate from the Polish civil network and is presently 
expanding it. It is considered that this net is exclusively a military 
net with the exception that high priority Soviet administrative traffic 
may be handled,. 

In addition to the separate military network, the 
civil network is adequate to support rear echelon traffic between the 
major headquarters* 


Other considerations which reduce dependency on 
radio below 30 Me, are the existence of a separate railway wire communi- 
cations net 5/ the possibility that the wire broadcast net may be separate 
and an undetermined amount of decimeter equipment* 

Wire Communications - Rumania 

There is no wire network maintained by the Rumanian 
Army which is physically separate from the civil system* 

The Rumanian Army has civil circuits which are 
permanently assigned for its use* The major military headquarters are 
all located at major communications centers of the civil wire networks 
and would have no difficulty maintaining emergency traffic in the event 
of loss of long haul radio circuits* 

Wire Com muni c at i ons - Bu lgaria 

Existing wire facilities will logistic ally support 
the present locations of major military headquarters* If adverse 
conditions forced major headquarters to relocate toward the Southern 
and Eastern borders it is doubtful if existing wire facilities could 
absorb the traffic* 


There is no separate military wire network , 

Wire Communicafci ons - Albania 

The armed -"orc.es of Albania have a separate wire net 

which adequately covers the country, and is effective for internal 
security* 
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There is no international wire line which connects 
to the rest of the Soviet Bloc* and loss of radio circuits would 
isolate Albania from the rest of the Orbit . 

Wire Communications ~ Austria 

There is no separate wire network in Austria built 
exclusively for military use* 

The Eastern Zone of Austria has a considerable 
network of well integrated underground cable which inter-connects all 
main communications centers,. 

The distances between present major headquarters 
are not too great to preclude the effective use of microwave lines u 

Naval Systems 

Almost nothing is known about current satellite instrq- 
mentation* The greatest reliance appears to be upon Soviet equipment* 
but in Europe some equipment from the Satellites themselves* former 
German equipment* and scattered West European equipment has been reported 
'In China* U G S* Chinese* World War II Japanese* and Soviet communications 
equipment are all expected to be used* although nothing is known 
concerning current shipboard communications installations o Satellite 
naval communications are expected to parallel usage of the Soviets* but 
equipment will be more diverse and probably of lower quality n 

A lively interest in the very low frequencies for shore 
stations to be used in naval service is evident „ 
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3q Facilities Used in Jamming 
General 


Jamming is a disservice, the deliberate interference 
to or obstruction of a channel of radiocciwnunieation, particularly 
when the jamming transmissions themselves are conveying no intelli- 
gence per se© It is an infringement of the spirit if not the letter 
of the International Radio Regulations, to which the USSR officially 
is a party© V/hile jamming is therefore not a recognized service, it 
is appropriate to consider it a sort of negative service© In economic 
effect, it is an attempt to deny the use of a Common, wrld, economic 
resource to others© There are indications that transmitters used as 
jammers are also used in one or more of the systems previously described 
in this paper© 58/ This is consistent with the early statement in this 
report that any radio transmitter must necessarily be considered as a 
■potential jammer© 

a© Employment of Jamming Transmitters 0 

There are two general methods of selecting sites for 
jamming transmitters operating in the high freeuency range© The first 
method is to locate the jammer as near as possible to the 
mi t ter; this method has the advantages that the jamming signal tends 
to cover the same audience area as the target signal and that very few 
jamming transmitters are required having powers equivalent tothe target 
signal© The second method is to locate the jamming transmitter as close 
to the receiving audience as possible© This method has the advantage of 
requiring lower power transmitters when the audience area is small, but 
the disadvantage of requiring a large number of transmitters when the 
audience area is large© 

b© Quantity of Jamming Equipment© 

Estimates of the number of transmitters employed by 
the Soviet Orbit in the jamming operation range from 250 to 1500 with 
a reasonable average figure given as about 880 transmitters© They are 
believed to be located at various places in the Soviet Union but none 
are specifically identified with the central and northern regions of 
Siberia© Others are located in several of the Orbit countries© The 
power of these transmitters varies widely but statedly up to 100 kilo« 
watts and more in some cases© The jamming signals have been heard in all 
portions of the radio spectrum usually used for broadcast activities© 
Signals have been heard as low as 230 kilocycles and through the spectrum 
from 300 up to 21,700 kilocycles© Jamming is generally directed against 
foreign programs employing any of the languages used by the various popu- 
lation groups within the Iron Curtain at any time during the 2li-hour day© 
Concerted jamming control apparently requires rapid communications facili- 
ties© These are thought to include radio below 30,000 kilocycles, micro- 
wave radio, telephone lines, special wire line networks, and ordinary mail, 
Current jamming levels are believed not to interfere appreciably with 
Orbit legitimate radio services© 59 / 

Several important features of the jamming facilities 
can be derived from the analysis of the effectiveness of the jamming 
activity© There is no question that a substantial number of the jamming 
transmitters have transmitting powers in excess of 10 kilowatts© This 
fact indicates the use of the first general method of employment pre- 
viously mentioned, involving the selection of sites at some distance from 
the target audience© This method requires fewer transmitters and could 
therefore be achieved by diverting transmitters for limited periods from 
their normal long range service© In connection with the probability of 
diversion it is to be noted that large scale jamming effort is currently 
applied only four half-hpur periods each day^ 
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and that the loss of radio service will not be felt in certain 
time zones because of the time of day® The total number of high 
power, short wave radio stations in regular service is estimated 
to be* more than 300 since the International Telecommunications 
Union has received Soviet notifications on more than 400 call 
letters for powers of 15 kilowatts or higher in the frequency 
range from 6 to 13 megacycles. If 200 transmitters were diverted 
to be applied as jammers to 80 simultaneous Russian-language trans- 
missions only b0 additional special jamming installations or reserve 
transmitters would be needed to produce 3 jamming signals per program 
carrier* 

In addition to the high power long, range jamming 
transmitters , approximately bOO to 600 low power high frequency 
transmitters are probably required for small individual areas not 
lying within the transmission coverage of the high power stations. 
This group of low power transmitters is not large Then compared to 
an estimated total of 10,000 transmitter equipments available at 
the 2*300 reported transmitter sites* 

c o Loc ations of Jamming Transmitters 

The high power jamming transmitters are located 
chiefly in the major communication centers which are clearly identi- 
fied on the map* Appendix B. Locations of the low power jammers in 
the USSR are not definitely known but the majority are believed to 
be in the sparsely settled areas « 

Table 9 

Presumed Locution of Jamming Transmitters in the 
^ r0 p eal]l ‘ Qrbit 


Albania 


Bulgari a 


Shkodar 


Goma Malina 
(near Sofia) 


Ea£t Germa ny Hungary 


Berlin 

Koenigswusterhausen 
Harz Mountains 
Leipzig 


Budapest 

Kamaracrdo 

Matyasfold 

Szekesfhervar 

Szolnok 


Czechoslovakia 


Mikulov 

Strasniee 

Plzen 

Prague 

Rumania 


Bucharest 

Casla 

Stalin 

Tulcea 


25X1 


There are indications that at least some trans- 
mitters used' as jammers are also employed in other more legitimate 
services 9 such as mass aural broadcasting. The jamming system is 
something of a system because the jamming service- appears to be 
organized for coordinative effort between numerous transmitters 
located at ifidely scattered places. 


I lamming transmitter locations in Peking* Tientsin* ohanghax, 
henyan g * and all large cities in North China. It is not known whet . er 
hese transmitters are used exclusively for jamming or whether thes are 
Iso used in other services* or held in strategic reserve when not xse 
ls jammers * Particulars on the systematization of the jamming function 
ire not available* 


25X1 
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Tfeg . Orbit ^goffiuni^ationa 
EL 

USSR 


The Soviet electronics industry is a growing 
industry comprising an estimated 120 to 150 plants (excluding 
battery plants and plants producing light bulbs or parts and 
components with nan-electronic applications.) Of this number, 

100 to 130 plants are engaged In the assembly of end-products and 
major sub-assemblies.. The balance produce tubes, other components 
and parts. 


Seventy to ninety of the 100 to 130 electronic 
assembly plants are. believed to be producing primarily military 
articles y while 40 to 60 are manufacturing articles primarily for 
the civilian economy and the communications network,. §0 

The complex administrative organization of the 
Soviet electronics industry since Stalinas death has been subordi- 
nated to the newly created Ministry of Electric Power Stations and 
Electrical Energy., This is similar to the organisation that existed 
before 1943 when the w Mstry for Communications Equipment Industry 
was organised. The Ministry of Electric Ewer Stations '-nd Electrical. 
Energy now includes the former Ministry of Electric Power Station© # 
tho lEnistry of Elect Industry and the Ministry of Canammications 
Equipment Industry, The Ministry of Communications apparently remains 
without change e 


The geographical distribution of the value of 
output of the electronics industry in 1951 is given in the following 
table t 


Geographical Distribution of Value 
of Output of the Electronics Industry - USER 

— 

Percentage of Total Value 

E conomic R egi on of Outpu t 


la 
lb 
I la 
lib 
III 
IV 
V 
VI 
VII 
fill 
IX 
X& 
Xb 
XX 
XII 


23 

0 

sinalj 

0 

a 

small 

2 

5 

35 

7 

15 

0 

5 

small 

0 


100 


As ran be seen from, the table, the electronics indus- 
try in the USSR is rather- heavily concentrated In Region la which 
includes Leningrad,' Region VII which includes Moscow, and to a lesser 
xid&Mk Region IX which includes Novosibirsk and Region Xb which incites 
Tashkent* (For area included In economic regions, see map in Appendix N) 
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It has been possible to estimate the capabilities 
of the Soviet Bloc tube Industry as $82 million for 1952* This my be 
extended to provide an estimate for the overall electronics industry 
of $750 million in 1952 » Of this capability USSR contributes 80$ s or 
$600 million* This is about 10$ of the U a S„ electronics output, which 
is $8 billion ($j. billion is radio and television)® 

The largest concentration of electronics plants 
in East Germany is around Berlin a However, important electronics 
facilities or their suppliers are situated in several other cities of 
East Germany 9 such as Radburg, Trept<$w P Erfurt and Arnstadt* East 
Germany is the largest satellite manufacturer of electronic and tele- 
communication equipment with about 70 plants* 61 Diversification of 
the industry is Indicated by the fact that the value of estimated 1951 
and 1952 production is composed of the following elements? Radio 
equipment 37$ 0 telephone equipment ~ 33$* wire an d sable — 19$® 

and tubes — 11$ * It should be noted that, at the present , the USSR 
apparently has a oollcy of 1) trying to lessen its dependence? on the 
German electronic industry and 2 ) falling to sunply the German electronic 
industry with raw materials In the amount needed for capacity production ® 


In Hungary the electronics industry is centered 
in Budapest and Ujpest* There are approximately 25 plants manufacture 
ing electronic and telecommunication equipment in Hungary. 

Hungarian electronic production is being given 
assistance by the USSR. 1952 tube capacity will be greater than 
peak war production,. The subsidiary companies of the many large German 
and English firms have been nationalized and are in full production 0 
Wire and cable and telephone equipment production accounts for over 
of the total electronic production* The greatest part of the electronic 
production is earmarked for the USSR. It is assumed that at least 75$ 
of production is for military purposes. The industry is employed as 
follows? Tubes — 12$, radio ~ 13$, telephone and telegrpah — 30$, 
wire and cable — - 24$, and radar Industrial electronic equipment — 20$ * 

Czechosl ovakia 

Prague is the most important center of electronics 
production in Czechoslovakia % the headquarters of Tesla, the organiza- 
tions which administers all electronics plants, is located in that city a 
There are also important plants in other cities, such as Vrehl&bi* 
R&r&ubiee and Roxnov pod Radhostem* There is no appreciable geograph- 
ical concentration other than around Prague* There are approximately 
40 plants manufacturing electronic and telecommunication equipment in 
Czechosl ovakia .62,/ 


The Czechoslovakian electronic industry is believed 
to be expanding at a rate of approximately 10$ per year at the present® 
Diversification of the Industry is Indicated by the fact that the value 
of estimated 1951 and 1952 production is composed of the following 
elements? Wire and cable * — 47$, radio — - 31$ , tubes ~ 12$, and tele- 
phone equipment — - 10$ 0 

.Po land 

The official Dutch-Polish Trade Agreements has come 
to a stand-still owing to Polish failure to fulfill committments for 
the delivery of coal and has been partly replaced by private arrangements ® 
The Philips works in Poland, how nationalized, have been hard hit by 
the failure of this agreement as Philips, Eindhoven, was obliged to with- 
hold essential supplies of materials and components for lamps and tubes 
which, together with technical assistance, was provided for in this trade 
agreement road© more than two years ago -63/ 

The sblish electronic industry was never large enough 
to compete with the larger European countries, and 67$ of this was des- 
troyed during the war 0 In 1951 only two state owned factories were making 
radio sets® Percentages arc given for electronic p» eductions Tube — - 2$, 
radio ~ 14 $ 9 wire and cable — 80$^ and telephone and telegraph — 4$ 0 
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Ba&t Austri a 

The percentage of the production of the Soviet Zone 
of Austria , based on the number and nature of Soviet-controlled 
factories is 25 % of the output of the country *s over-all industry. 

divided about as follows; Tubes « 3$, radio - 23 %, telephone 
and telegraph - 2&% 9 and cable and wire, 43%* 

Bulgaria^ 

In comparison, electronic production in Bulgaria and 
Rumania is in significant * There is no production of electronic 
equipment in Albania* 

The manufacture of electronic equipment in China has 
never teen a significant industry, except under Japanese rule* 
Dependency upon imported components, loss of production machinery 
through Soviet looting, lack of refined raw materials, and in- 
sufficient technical and managerial manpower are primary deterrents 
to the growth of the industry'* USSR is apparently willing and able 
to supply the necessary components to enable the Chines® to 
utilise maximum capacity for the manufacture of simple military 
electronic products* 

The present Chines© electronic industry is a 
combination of centralized manufacturing facilities and w cottage 
type 58 industry. China is negotiating with the DDR to design a 
combine for the manufacture of telecommunication equipment in China o 

Production of the Chines© Industry is divided in th© 
following manner; Telephone and Telegraph •» 17 % , wire-57% , radio -26$ » 

b Radio Transmitter s 

Radio transmitters used in generation and trans- 
mission of electromagnetic waves are of direct importance to this 
study « The transmitters emit radio signals which can be used to jam 
radio waves* The techniques of jamming will not be discussed in 
this section; however, it is important to realize that transmitters 
can be used either for broadcasting radio waves, and 
for jamming desired reception* For this reason there is no 
distinction mad© as to the transmitters that- may be used in jamming 
operations* 


The groat requirement for transmitter equipment of 
many kinds dictates a high priority for its production in the Soviet 
Orbit electronics industry* The equipment produced ranges from 
complete radio stations to small communications transmitters and 
transceivers used by the military forces* As in other phases of the 
electronics industry, production is primarily for military purposes® 

Transmitter production in the Orbit as a whole has 
increased considerably since World War II® If future Soviet planning 
for radio equipment approximates the goals set by the Soviet Five-Year 
Plan ending in 1950, it may be assumed that transmitter production 
will continue at a Ugh level* Judging from the large number of 
jamming transmitters which have been put into operation against Vole® 
of America broadcasts, the Orbit has succeeded in manufacturing 
several hundred transmitters of 10 KW power and above since 1948* 

The Soviet Orbit now produces all of its trans- 
mitter equipment and major components* The major contribution comes 
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from the Soviet Union, although the output of certain Sateilite countrxea 
is highly significant in both quantity and types of equipment 
It Isknown that some Soviet-made equipnent employs componentanadexn 
Satellite plants. For instance, the Soviets have used 
East German factories to make transmitters for Satellite and Sov 

radio operations » 

The USSR has a significant number of apparently 
quite capable plants producing radio transmitter equipment. There are 
at least P 12 different manufacturing installations in various Economic 
Regions employ ing in excess of 13,000 workers. The major known plants 
ail at Voronezh, Sverdlovsk, Gorkiy, Leningrad, Novosibirsk, 
and Riga. A Leningrad radio plant has made a number of transmitters 
of 5 KVi or below, which have been installed in the Moscow, Urals and 
Minsk areas * 


Electronics industry activities in the Soviet Orbit, 
having a direct bearing on the problem of electromagnetic warfare capa- 
bility, are the production and development of high-power electron tubes 
for use in high-power and shortwave transmitters. Information on these 
activities is presented in the following paragraphs. 

The two major manufacturers of high-power trans- 
mitters in the Satellites are the Standard Radio Factory in Budapest 
and the Koepenick Radio Factory in Berlin. In Hungary four Budapest 
radio factories— Standard, Orion, Remix and 

about 700 transmitters for the USSR between 1949 and the end or 1 
Of this number, two were 120 KW and three were 135JKW radio trans- 
mitters, the remainder being smaller types for military shortwave, 

1 aiming and mobile operations, Hungarian production for this three- 
year period, including high-power and short-wave transmitters for 
local and other Satellite consumption, is summarized below: 

Operating Country 


lear 

Number 

Type of Transmitter 

1951 

1 

1 KW (3 Band) 


ISO 

Jamming 

1950 

2 

1 KW Military Radio 

5 

2 & 5 KW Military Radio 


19 

Short-wave 


263 

Military Portable 

1949 

1 

50 KW 


2 

2 

2 

2 

9 


120 KW 

135 KW (for operation in 

cold, wet climate) 
High Power 
Low Power 


Albania 

USSR 

USSR 

USSR 

USSR 

USSR 

Hungary 

Hungary 

USSR 

USSR 

Rumania 

Rumania 


East Germany equals or exceeds Hungary in capacity 
for transmitter equipment manufacture, although this type of production 
makes up only a small part of her large electronic® industry* Th© 
principal factory In East Germany, Berlin Koepenick, along wit ha 
number of the other important East German factories $uch as Radio Work 
Leipzig, the Sachenwerk Radeberg and the telecommur i cations factories 
at Treptow and Dafeendorf* have made, in the past three years, an 
appreciable number of shortwave and tiigh-power radio transmi ©rs * 

~3CM 
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The Dabendorf plant specializes in ship-borne installations of the short- 
irave toI vS t.hich wore designed i-»r nolj.ce op ’r. tticas in East Germany and 
Chechoslovakia* Deliveries were also made to the USSR as well as to 
China , Poland and East Germany* The total production of transmitters 
for the three year period (1950-1953) has been about 600 units with 
rated power exceeding 2500 kilowatts* Some of the important trans- 
mitters known to have been produced in the years indicated are* as 
follows* 


Transmitters - East Germany 


Power 


mi mi 1250 


500 KW 
350 KW 
150 KW 
100 KW 
50 KW 


20 KW 

4 

10 

3-5 KW 

10 


800 watts** 

61 

12 

200 watte 

12 

12 

oO-lOO watts 

31 



1 (delivery in 1953) 

1* (for installation in East Germany) 

5 


IS (1945^48,22 weremade) 


370 


Quantities of capacitors, resistors* and other component e 
are used iii all electronic equipment and, apart from special types, can be 
tho relatively small manufacturing establishments* Although 
USSR has been able to maintain output at a high level, production has 
necessarily been supplemented by the Satellites, Germany, Hungary and 
Czechoslovakia© Orbit shortages in some types $ay be indicated by the 
imports from Finland, France, Italy, and other western countries© 


„ The production of electron tubes is an important 

indicator of communications equipment resources. The total output of 
electron tubes in the Soviet Bloc is estimated as follows: 


Year 


Number of Tubes 
JiS-IftnionsJ 


Total Output of Electron Tubes 
in the Soviet Bloc 

iiLlxeat. 


Dollar Value 
(in § Mill ions ) 


Transmitting and 
Special Tubes ** *» 
Number ~ 

iawsud 


1951 

50 

62 

1952 

6S> 

82 

1955 

115 

170 


2.4 
2.9 

5.5 


. . T!ie following table gives the electron tube indus- 

try capacity and manpower data of the Soviet Bloc aa of January 1953s 



Estimated Camcitv 


labor Statistics 


Country 

ft of Tubes 
(Millions) 

% of 

Sov. Bloc 

Managerial 
& Skilled 

Semi-Skilled 
& Unskilled 

Total 

USSR 

Eo Germany 
Hungary 
Czech. 
Other Bloc 

43.3 

8.0 

9.3 

3.0 

0.4 

67.7 

12.5 

14.5 

4.7 

0.6 

8,125 

4.850 

2., 700 
1,000 

500 

20,875 

6,650 

3,800 

3,000 

1,000 

29,000 

11,500 

6,500 

4,000 

1,500 

Total 

o4o0 




52*522 
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The Soviet Bloc product mi* of this, production is i 
receiving tubes h3%, all other types 57 *. The USSR product mix is 
receiving tubes 37%, all other types 63*0 There is no indication 
that the Soviet Bloc electronics pro grata, both military and civilan, 
has been hampered by tube shortages since 1950 


aly about 15* of the total tube production is 
all'' 'ated to the consumer market with the over whelming large percentage 
of "in ' going into the military electronic equipment. The balance of 
t'n® Bloc tube production or about lit is used for essential services 
and for export to Soviet controlled areas. There are indications that 
about 2/3 of the military allocation of tubes is for radar systems, 
leaving the other i/3 for radio, decimeter and telecommunications 
equipment. %./ 

I 25X1 


The limiting factor in transmitter manufacture 
is the electron tube, as transmitters require not only tubes to 
operate, but replacements as the tubes are used through their useful 
life. Specified numbers and types of transmitting and other tubes are 
required for each transmitting set or station and the generation 
ar*d emission of electrical energy by these tubes establishes them as 
a most essential operational component of transmitters- 

In quantity, requirements for transmitting- type 
tubes are not great compared to receiving-type tubes. The numbers of 
tubes needed with power outputs of 10 kw and over are insignificant 
in compax*ison with the multiplicity of types and numbers tor equip- 
ments operating below 10 kw« There are frequently but four primary 
power amplifier tubes in a 50 kw radio broadcasting station, and 
ten tubes may suffice for an efficient airborne communication trans- 
mitter * 


Variation in kind, as compared to quantity 
required, is considerable. Known Soviet types of high quality 
transmitting and power tubes number well in excess of 400. Related 
types, produced under similar manufacturing conditions and including 
klysti'ons * magnetrons and some other specialized tubes, are generally 
classified with conventional triodes, tetrodes, pentodes, oscillators 
and rectifiers as "transmitting and special tubes." In varying degree, 
such tubes perform the essential transmission function* 

A notable increase of capacity for transmitting 
and allied tube types has taken place since World War II, this 
increase being both in number of plants, diversity of types, quantity 
and quality of product. 

Although the total direct labor force contri- 
buting to transmitting and special tube manufacture in the Orbit is 
not readily separated from labor devoted to other tube manufacture, 
it is estimated that approximately 6,750 persons comprising managerial, 
skilled and unskilled classes are engaged full time in such production « 
This force is over one-eighth of the total Orbit electron tube indus- 
try labor force of 52,000 persons. The minimization of sub-contracting 
by Soviet tube plants, In contrast to European Satellite tube plants, 
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acts to raise the indirect and thus, total labor count* contributing to 
the finished product in the Soviet industry * 

USSR 

There are five major plants in the USSR known to be 
producing transmitting and special tub© types in quantity* The total 
USSR production of an estimated 2*09 million units in this category is 
geographically dispersed in the five manufacturing centers of Moskva, 
Leningrad, Shchelkovo, Novosibirsk and Tashkent* There may be limited 
production at Saratov, Riga and institutes in th»\Moskva and Leningrad areas ^ 

The USSR is known to have exported transmitting and 
special tubes in intra-bloc trade, the recipients being such electron- 
ically underdeveloped countries as Rumania and China * 

The Leningrad Tube and Lamp Plant Svetlana 211 is 
the oldest and largest of all electron tube manufacturers in the USSR 
and has been producing high quality transmitting tubes sine© 1937. 

The production of low-, medium-, and high-power transmitting tubes is 
estimated to total at least 450,000 units annually* Together with 
special tube output the annual production of tubes other than receiving 
approximates 900,000 units. Of the total estimated labor force of 
8,000 persons about 1700 workers contribute directly and indirectly 
to transmitting tube output, with some two to three hundred employees 
engaged in the final assembly force. 

The Soviet tube plants specialize in the manufac- 
ture of particular tube types. Svetlana has long specialized in X-ray 
tubes, mercury vapor rectifiers, high-power oscillating and generating , 
tubes for radio broadcasting stations. 

The Shchelkovo Electronic Haat Nil 160 was estab- 
lished with the aid of ILS* engineers before World War II and is now 
the most important research and development center for the Electron 
tube industry. 


Research* development and production work is dona 
in virtually all power classes of transmitting tubes. It is believed 
that Nil #160 concentrates on transmitting tubes up to 100 watts* 
although a 1*000 kw water cooled tried© suitable for low and medium 
frequencies was reportedly developed here in 19 %& for jam m i ng purposes. 
The Russians have or are attempting to construct a jamming transmitter 
employing pulse modulation having a peak power power of 500 kw which 
will cover the standard broadcast band as well as a portion of the higfr 
frequency spectrum* 66/ Noise diodes developed by the Germans are 
manufactured la the USSR and are used in receivers and for generation 
of noise in modulators for jaming transmitterso 67/ 

Saat. aermany 

Within the Soviet Orbit, Germany plays an important 
role in the production of transmitters and transmitting tubes. 

Production of transmitting tubes is concentrated 
at the Erfurt tube plant where current production runs about 3, 000 
transmitting and oscillating tubes per year. The Berlin plant HF is 
the only other East German producer of transmitting tubes under 30 
Its 1952 plan called for only 200 unit3, while 250 units are planned 
for 1953 » 


Quantity manufacture of metal-ceramic u-h-f triedes 
was initiated at the Berlin plant HF for equipment and maintenance 
tubes associated with the deciraeter-ralav RTC— 902 series program, air- 
borne radio and radar equipment* In 1952, 60,000 of these tubes were 
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planned j about half were types LD-11 and LD-12, as used in the RVG-902 
decimeter equipment and perhaps other similar systems; 4? 500 were of 
type ID-9, a more powerful version of the LD-12 decimeter-communications 
tube, and having specific test ratings of 40 watts output at 17*5 cm 
or 15 watts at 9*2 cm. In 1953 and 1^54, 160,000 and 500,000 tubes will 
be required respectively* 

Soviet Germany has a large capacity to produce 
high-power, low-frequency transmitting tubes presently not utilized 
because of a lack of demand* A significant proportion of this class 
of tubes is exported annually to the USSR, Poland, Rumania and China* 

The 1953 production of the Berlin plant HF, amounting to 250 units, 
is destined for USSR consumption* The Rudolstadt X-ray tube production 
valued at DM 3 million could be converted to transmitting tubes* 

Hungar y 

There are two plants in Hungary worthy of consider- 
ation, the United Incadescent Lamp and Electrical Company "Tungsram” 
and the former Philips plant, both of which are located in Budapest* 

BgL4io J telay Communications Equipment 

Joying the last three years a Soviet-sponsored 
development of decimeter radio relay equipment has reached such pro- 
portions that the capabilities of the Soviet Union's military communi- 
cations system may have been significantly increased* This type of 
equipment permits directional transmission at extremely high frequencies, 
wrth relay stations required at horizon distances. It thereby provides 
much greater security and freedom from hostile interference than does 
non-directi onal radio equipment* 


Decimeter radio equipment is made in East Germany 
and in the USSR. In East Germany this equipment is made at the 
oachsenwerk Radeberg factory, formerly a SAG plant which, in fey 1953, 
was placed under the "Ministry of Post and Telecommunications 


The weil-known measuring equipment firm Rhode and 
ocnwarz in Munich which gained experience in this field during the war 
and m the radio telephone project for Blockaded Berlin has contributed 
much to this Radeberg development and has equipped the 
laboratories with modern measuring instruments* J 

The decimeter equipments in the USSR are made at 
communications factories in Gorki and Leningrad. Both the USSR and 
Eart German factories work and coordinate their developments with the 
Decimeter Institute in Leningrad, 


. T he importance of the plans of the Soviet rulers is 

,; st f a ^f d hyjfheir intentions to put into operation a new plant of the 
iff kerk Oberschoneweid* at Muggelsee for electronic microwave directional 
and radar equipment. J Two types, modifications of the World War II 
German types "Michael 11 and "Stuttgart," opera' 1 e on wave lengths of 
53 to 63 cm. and 20 to 28 cm., respectively. Sets manufactured include 
fixed and mobile versions; the latter consists of two complete trans- 
mitter-receiver sets mounted on a truck and is suitable for use at 
division headquarters or for intermediate points in a radio relay 
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system* The fixed sets would be more appropriate for use at rela- 
tively immobile corps or higher headquarters. As early as 1951 the 
equipment was used in the Soviet Army manuever3 in East Germany « 
Associated elements are made for use on stationary installations 4 
Improved version of the decimeter equipment* RVG-902, is used with 
directional horns mounted on towers when used in stationary instal- 
lations* "f 


Approximately 2*000 sets of decimeter communic- 
ations equipment have been produced in East Germany since 1943* 

Of these approximately 500 were of the "Michael" type, the remaining 
either the "Stuttgart" or improved versions* 21 of a later type of 
decimeter equipment, the RVG-903 with conical antennas , were mad© in 
1951* "Mass production" of the decimeter equipment is planned for 
East Germany* 


The following table indicates the total and 
probable production of decimeter equipment in East Germany: 


Year 

Types of 

Decimeter Ecmirmieni 

Known 

Production 

Indicated* 

Production 

1949- 

HDS-1, 2, 3, 4 

50 

500 

1950 




1951 

RDS-l, 2, 3, 4 

42 

500 


RDS-l-A (RVG-903 ) 

21 


1952 

RDS-l-B 

338 

350 


KD5-1, 2, 3, 4 

— 

400 

1953 

Improved type 


1,000 

1954 

Improved type 


1,500 

1955 

Improved type 


1,300 


Fkwi tbs cBMMftj Usd cm the tub© indns** 

try and specific details on the production and distribution of the 
^tal-ceramic UHF triods tubes, the USSR production of relay equipment 
i© of about the smae magnitude as that of East Germany* It is predicted 
that the Soviets are concentrating on the fixed stations for the ccamoi« 
cations network since Gexmm production is raaDy for mobile installations* 7|/ 

The development of the time pulse and phase 
modulation carrier systems has greatly expanded the potentialities of 
microwave systems ■, Production for testing and experimental links of 
both a 60 channel time pulse modulation system and other multi-channel 
systems hav© been under consideration* The Niiska Institute for the 
development of communications equipment for use by troops worked on 
a pulse modulation microwave link as early as 1950* Actually tactical 
or commercial use of this equipment is doubtful at this stage but will 
be a factor to consider by 1954, and maybe even in 1953 • J Produc- 
tion for testing and experimental links of 60 channel time puls© 
modulation system was however started in 1952,, Success in the develop- 
ment of better receivers, such as type: RVG-906, RVG-904, RTC-905, is* 
apparent by the use of a RVG-905 unit in East Berlin for a television 
feeder line in December 1951* t J 

The use of decimeter equipment directly affects 
the jamming vulnerabilities • If decimeter communications links are 
available to handle traffic that would normally require high frequency 
radio communications, the Soviet facilities, of course, are not nearly 
bo susceptible to jamming* Furthermore, the Soviet high and even 
indium wav© frequency facilities can be used to jam external, and 
undesirable radio transmissions without disrupting the existing m$c*» 
esaarjr communications network* Any expansion of radio link line-of— 

Bight networks , therefore, has a significant bearing on the importance 
and potentialities the Soviets give to the counter-effects of both 
their and our own jamming activities* The use of the 400-500 mega- 
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cycle f 24 channel radio link systems in Czechoslovakia \ the indicated 
interest in USSR of constructing 250 relay stations between Moscow 
and Pspkingi the need of 6,200 microwave towers from East Germany 
confirm this trend to increasing use of microwave and indicate the 
importance of the developments, *#/ 

The quantities of decline ter~link equipment now 
estimated to on hand are capable of providing up to 400,000 circuit- 
miles of high-grade, relatively secure, and jam-free radio communications. 
This figure possibly is being augmented at the rate of about 200,000 
circuit-miles per year* The scale of this program tends to indicate 
the Soviets are planning to equi} their high-level military communi- 
cations nets with radio link equipment* Due to its directional and 
high-frequency propogation characteristics, jamming efforts are 
practically ineffective. The Soviets would therefore feel free to 
employ their own jamming tactics against opposing military communi- 
cations without fear of retaliatory repcrcu^jions 


o o Civilian Ra dio Equipment 

The production of civilian radio equipment represents 
about 26$ of the total production of electronic equipment within the 
Soviet Bloc* Since about 11$ is estimated to be applicable to essential 
domestic and industrial uses the remaining 15$ is applicable to civilian 
radio usage, which productioh could undoubtedly be diverted to the 
military requirements* w/ 

Despit© a considerable expansion of the Soviet Bloc 
electronics industry, especially since 1948, the percentage of industry 
effort devoted to the manufacture of civilian radio and television 
receivers remains small » 

i 

The estimated Production of civilian radio received 
in the Soviet Bloc for the years 1948 through 1951 is shown in the 
Table below is indicative of the effort allocated to the needs of the 
people* 82/ 


estimated Production of Civilian Radio Receivers in the Soviet Bl oc 

1948-1951 

— * — ■ — — - — * — Jfo xt a. 


Country 


1948 


1949 

1950 

1951 

sw~ 

Uon-SW 

SW 

Non-SW 

SW 

-Hon-SW 

a l 

i&b£W 

OS SR 





Tube receiver 

393. 

31 

400 

- 90 

75 

416 

62 

450 

Crystal rever. 

if 

177 

if 

230 

t 

409 

t 

450 

Total 

m 

208 

m 

22Q 

21 

m 

62 

22Q 

Czechoslovakia 

267 

it 

275 

a 

200 

if 

150 

# 

Hungary 

6 

18 

13 

38 

25 

75 

28 

83 

Poland 

1 

if 

2 

a 

3 

if 

4 

# 

Rumania 

10 

# 

if 

20 

6 

18 

8 

23 

Bulgaria 

# 

m 

a 

if 

if 

§ 

75 

if 

East Germany 

150 

a 

220 

if 

275 

if 

321 

# 

Total 

m 

226 

m 

358 

584 

918 

648 

1,006 


indicates receivers with short-wave reception* 
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The ability of the Soviet and East German Electronic 
Industry to use scarce material and critical highly skilled capabilities 
in tile production of television receivers for evident purpose of propa- 
ganda confirms progress in the production of military electronics 
equipment* If the need arises this capability can be diverted into 
the production of electronic equipment of strategic importance* TH6 
small effort used in th© production of television equipment is indicated, 
by the number of receivers produced shown in the following table. $%/ 


Estimated Production of Civilian Television Receivers in the Soviet Bloc 


1947-1951 

Count ry 1947 1948 
USSR 1,000 3,000 
East Germany 0 0 


Units 


1947-51 


JL2 42. 

-1252- 

-122L. 

Total 

5,000 

9,000 

10, OCX) 

28,000 

0 

0 

29,000 

29,000 


W ire Teleco mmunications Equipment 

This section is based on the following premises • 

First* telegraph manufacture is of minor importance, pr oduct ion-wise , 
and almost impossible to determine, while telephone instrument* pro- 
duction is more important production-wise, and more easily calculated 0 
Secondly , production of allied telephone equipment, such as switch- 
boards and telephone exchange equipment, is not a determining factor 
In measuring capability, since available information indicates that such 
equipment is produced only as needed, and not usually as a contimii&g 
product* This is especially true in the larger factories, where th© 
really complex equipment is turned out* Therefore, telephone Instrument 
equipment will be the index used to indicate Soviet Orbit capability in 
this field. 


Statistics available do not permit a complete break- 
down into military and non-military production within this category 9 
Therefore, they shell be considered together and the industry treated 
as a whole* 


Sov iet Or b it Overall Production : In the Soviet 
Orbit, the wire telecommunication equipment industry is by itself, only 
a very small but important portion of the total electronic production 
of any on© of the countries here considered, ranging from four per cent 
In Poland to about 10 per cent In Czechoslovakia* Total telephone In- 
strument production for the orbit is estimated at from 500 9 000 to 
1,000,000 instruments during 1952* Indications are that there were 
approximately 200,000 to 300,000 new subscribers during this period* 

It must be understood that many subscribers use large quantities of 
telephone instruments for private branch exchanges (P«B ft X.*s) and there*- 
fore, as the exact quantity of production is not known, the larger esti- 
mate of 1,000,000 is used in this report and breakdowns of production 
follow* indications are that aoproxiinately 44-7 per cent of the produc- 
tion of telephone equipment Is within the USSR while the remainder is 
satellite production*. 


Telephone instruments tire defined as customary desk sets, wall 
phones * «nd local battery telephones with magneto ringing* 
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follows: Q£/ 


By country* production can be broken down as 


Albania 

non© 

/ ustria (Soviet Zone) 

20*000 

Bulgaria 

10,000 

Czechoslovakia 

150,000 

Germany (Soviet Zone) 

175,000 

Hungary 

100,000 

Poland 

28,000 

r- — 

JS&iSQB 

Satellite Total 

553*000 

USSR 

ASSLSXXL- 

Grand Total 

1 ? 003 $000 telephone 


instruments 

Labor Forces A basic characteristic of this 
Industry is that telecommunication equipment is manufactured in radio 
and electronic products plants with a few notable exception© » Even 
many of the largest producers of wire telecommunications equipment are 
large producers of radio receivers as well* Therefore* based on current 
information it is impossible to state the number of employees actually 
devoted to production of this type of equipment* 

Expansion of the wire telecommunications industry 
would be readily accomplished by the conversion of other tyoes of 
electronic production* Since most wire telecommunication equipment 
plants produce other electronic equipment as veil? production expansion 
by conversion of existing facilities would be relatively easy* Available 
information is not sufficient to venture any firm figures on amount of 
expansion possible by this means , 

Carrier ©quiprent used in long distance vir* 
and &abl« routes makes it ptmtvLfc t nave irvtny conversations on a 
wire or iridic circuit* 


In view of the fragmentary information avail- 
able on Soviet domestic manufacture and import© of carrier equipment 9 
no accurate estimate of actual production canacity is possible^ 

Information on Soviet orders to East German 
manufactures* may serve as a guide in determining types and extent 
of equipment presently produced* 


JSSfi Mag?. J oe 


Year 

.Slant 

Location 

B*gkg£-..p/ .aeta 

IMsi 

1949 

0SW Berlin 

Berlin 

20 

A 841 

1949 

Stem Radio 

Rochlity 

40 

TFC 

1949-50 

Femme Ide^rk 

Lipsig 

4000 

TFC 

1951 

Femmeldoverk 

Bontsen 

5 

MSS 

1951 

Femme lde werk 

Lipzig 

50 

ME 84? 

1951 

Femme Ide work 

Lipzig 

__2S9 

TFC 

1949-51 

Total 


4319 



The^e is undoubtedly current production of 
this equipment in the USSR; However, other than the reported pro- 
duction of the communication plant, Irkutsk Is supposed to have been 
tasking two telephone carrier equipments per ronth in 1949 ^ No details 
are known , 


-38- 

SrlHerBr&S, 

Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 



Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 




Production of telephone, telegraph and associated Mire 
line equipment is in good shape throughout the Orbit, and the present 
production can undoubtedly be stepped up if the necessity for more 
equipment arises* Tha actual amount of raw material that goes into 
the production of telephone instruments and associated equipment is 
small in relation to the amount used by the wire and cable industry 
for connecting lines* Where local shortages occur, substitutions can 
usually be made to keep production going* 


In the postwar period, wire and cable plants of the Orbit 
have been brought to a high level of technical excellence and have been 
greatly expanded. Wot only have new plants been set up, but older 
plants have received new machinery* Two of the largest plants have 
been making particular efforts to advance the technology of the entire 
industry by the organization of development and research facilities * 

To indicate the production of wire and cable in the Orbit, 
the following table shows the amount of copper used per country with 
the member of miles of single #16 gauge wire that could be produced from 
tills amount of copper* Many sizes of wire are used in telephone and 
telegraph open wire and cable and. a tabulation of quantities of each 
si ze is impossible. The #16 gauge can be taken as an average and is 
used as an illustration only* This table also gives some other perti^ 
neat estimated figures on manpower and costs by country for this 
Industry figured for one year, 1951* (For table, see following peg©*) 

It is not possible to separate the production of tele- 
phone wire and electric cable in an accurate manner «, 

To stretch the amount of wire that can be made from 
available copper, aluminum is added to many mixes* When this alumi- 
num is combined with the copper, the poundage of the product is 
referred to as copper content* The Orbit used approximately 
106,000 metric tons of copper content material in the wire and cable 
industry for 1951 * The actual amount of copper in this quantity of 
copper content wire would be 34,000 metric tons,, 8jj \jf 

It has been reported that the Satellite countries arc * 
now trying to use aluminum wire (without any copper content)*. in the 
mmif&cture of Motors and Transformers* If this is successful, it 
will help stretch the quantity of copper* 

Approximately 20% of the wire end cable used 1® imported* 
Great efforts are made by the Orbit throughout the entire world to 
buy copper for import* Reports indicate that there is sufficient 
raw copper in the USSR to meet its present production for wire and 
cable, but this is not true in the Satellites where raw copper la in 
short supply* The Orbit produces 268,325 metric tons of raw copper 
and imports an estimated 80,000 metric tons, making a total of 
348*325 tons , The wire and cable industry uses 84 9 0Q0 metric tons 
of this total leaving 264,325 tons for other uses* These other uses 
are also important and include motors, generators, switchgear, air- 
craft, automotive, etc* If the necessity arose to increase the out- 
put of the wire and cable industry* copper would hav# 
to be taken from some oth^r consumer, and if the end use of the wire 
was of a high enough priority, it is felt that the plant production 
could be greatly increased a 
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1951 Input 

Requirement 
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sviet Bloc 




Wire and Cable Industry 

and their Cost in 1951 

U«S 0 Dollars gy 



Country , 

Metric 

Tons 

Copper 

Metric 

Tons 

Aluminum 

Metric 

Tons 

Lead 

1,000 

Manhours 

Cost of Input 
for entire ind- 
ustry Produc- 
tion in 1951 
vJ a 5 0 Dollars 

Million Miles 
of 716 *.ire 
that could be 
made from 
Copper 

Direct 
Labor Jforce 

USSR 

52,700 

u/5o 

9,1*86 

Uo,ooo 

118,278,000 

2,808 

20,000 

Czechoslovakia 

9 ? 000 

1,750 

1/20 

10,000 

26, 227 f 000 

*U79 

5,000 

Last Germany 

li,2ii2 

2,279 

2,5*4* 

17,000 

U3, 355 ,000 

a 759 

8,500 

Hungary 

3,000 

1,500 

5'*o 

7,200 

15,996,000 

,150 

3,600 

Others 

5,076 

812 

oil* 

8,000 

18,^71,000 

,271 

a, 000 

Bloc Total 

31} ,018 

10,991 

15,121* 

82,200 

222,327,000 

U*U77 

ill, 100 
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2 <. Imports ; 

rrid;* to World War II, USSRimports of conaounications 
©mall, amounting in the late 1930*s to eomo ©5,000,000 
annually, or about 2% of total Soviet imports 0 The principal countries 
from which equipment was received were the UoS*, Great Britain and 
Germany* 88/ Substantial quantities of telephone equipment were im- 
ported from Sweden* The USSR has always been dependent on imports of 
critical electrical and electronic test e quipraeat, although this des- 
pondence on the ^Western world is rapidly being 4 ©creased* 

/ 

During Wo^ld War H, USSR imports of communications 
equipment greatly exceeded prewar imports* These imports included 
large quantities of tutfes, components' and end equipment* 

The UoS^ under lend lease, became the predominant 
source of critical and t eehnical equipment* Between June 19l*l and 
December 19k5$ ©216,273,000 of equipment was shipped to the USSR* 

Some of the important* items are noted in the following tables 

Typ e of Ecmip mejkt Amount 

Radio measuring & testing #3,171;, 000 

Field telephone! wire 956,688 miles 

Radio transmitter • (1 kw & over) 30 sets 

Radio transnitier tubes 3U5,027 tubes 

The import of electronic equipment has been of vital 
assistance to the Soviet communications program* To a limited extent 
the quantity of imported electronic equipment has bean hampered by the 
currency restrictions of available hard currencies in the Soviet Bloc, 
and Western Export Trade Restrictions » The currency seems to be avail- 
able for critical electronic requirements, and export restrictions 
have but limited?© ffect on critical Soviet needs and strategic items 0 
m indirect means for importing such items on export control list have 
been used* 

although the Bloc is not dependent on imports for 
transmitter equipment and tubes, there have been important deliveries 
of this equipment* Known shipments came from France, Belgium, 
Switzerland and Sweden* It is difficult to determine the amount of 
the imports of the various types of electronic equipment* however ^ 
for the purposes of this study, the volume of the traffic and the 
significance of the imports can be determined* The amount of imports, 
such as transmitters, electron tubes, telegraph and telephone equip- 
meni s has been calculated on the basis of known shipments during the 
last part of 1950 and during the year 1951, value of these known ship- 
ments is £6 million* The estimated total for 1951 imports of ©lec- 
Ironic equipment la $lk million* This is about 2% of the Bloc produce 
tion of electronic equipment, although it is of much greater importance 
than indicated by this percentage* §9/ 90/ 

In addition to shipments from the UoSo, substantial 
were received f ram Canada and the United Kingdom, though 
quantities of imports of electronic equipment have been relatively 
light since the war* The USSR is now relying on the Satellites pro- 
ductive resources to supply part of its military and other needs for 
communications equipment* Small quantities of quality electronic equip- 
ment for development and research programs are continually imported by 
the Bloc* In addition to electronics equipment the Satellites, in the 
past have imported valuable scientific instruments and test equipment 
from the U*S* and European firms* 91/ 

There are cases where the USSR has imported complicated 
equipment and then manufactured copies, as their industrial capabilities 
■permitted a An example is the production of the SC&pdu. cuatrul radar 

ii:u 

S-E«C~R~E«T 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 



Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


which was furnished the USSR during World War II by the U.S* Another 
example is the manufacture of vacuum tube voltmeters copied from the 
design of the Radio Corporation of America* 

While the Bloc as a whole imports relatively little 
and equipment* tubes and components* significant quantities of materials 
required in the manufacture of tubes and components are imported,* These 
materials include capacitor paper* molybdenum and tungsten wire and alloy® 
of these metals* nickel cathode sleeves, mica, and certain machines used 
in the manufacture of tubes and components, such as exhaust machines* 

Diamond dies, in demand for drawing wire, are supplied from western sources « 
heedless to say, present international agreements do limit the exports of 
western nations, but the amount of clandestine trade is relatively high* 
and the volume of some of these items is so small c hat they can be trans- 
ported in a diplomatic pouch j diamonds for dies have been shipped to 
the Bloc in this way* Tonnage retirements of refractory metal wires are 
small enough to allow secret shippi ne in effective quantities** Though 
capacitor paper is somewhat more bulky, there is evidence of illegal 
shipment of this commodity, The interdiction of all import# to the Bloc, 
would curtail t he flow of these strategic materials and cause the Bloc to 
to exhaust their stockpiles while their domestic capacity was increased 
to supply the additional demand e As much as 50 % of some of the aforemen- 
tioned items are from western sources* 


In some cases then* .* no shortage of the basic raw materials 
used in the manufacture of semi-finished commodities which the Bloc ac- 
tually imports*. A deficiency of technical ability or production facili- 
ties may limit production and necessitate the import of such items* For 
instance, the Bloc is very well supplied with tungsten ore, but is unable 
to fabricate tungsten wire of electronic grades in sufficient quantities 
to satisfy its needs « 

Copper and copper products are scarce in the Bloc, and 
shortages in the Satellites have been known, to limit the production of 
wire, cable, and electrical equipment* The present level of imports 
suggest that the Soviet Bloc may be dependent on Western sources for 
20 % of their wire, cable, and copper products* 92 / 
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3 Oi gtri but ion a nd Allocati o n of E quip ment Resources 

The military requirements are given first priority 
in the distribution and allocation of electronic equipment resources,, 

It is impossible to determine the numbers of the different types of the 
various electronic equipments allocated to the various consumers or 
even the consumer categories,, However* a pattern has been determined 
which is very valuable when considering this aspect of the problem,* 

This end use consumer pattern is as follows: 55 / 

Category 

Civilian Radios* Television sets* 
and replacements 

Essential Domestic Services and 
Industrial Uses 

Military Electronic Equipment 

Military Electronic Breakdown: 

Microwave iadar 26 

Other Radar 21 

Military Radio 23 

Miscellaneous 
Military 4 


The above consumer pattern is based on the distribution 
of vacuum tubes* therefore- the actual output and distribution of equip- 
ments will vary by number* weight* or value from these percentages,, For 
an overall consideration the tube end use pattern is the best available ? 

sine® by definitions electronic? equlpmes&s are products employing tubes* 
and the ratio of total ftubo mim to teSfetSL TOlsa© la relatively 

fisted ■. 

The burden of supplying the Soviet Navy with coimnunications 
^uipmaofc is comparatively light a© contrasted to the needs of the Amy 
or the Air Force a The sama principle applies in the Satellites • The 
Navy of the USSR a© far as can be determined (judging by radar installations* 
for example) seems to be receiving its proportionate share of modem 
electronic equipment* 9k/ 

The amount of signal equipment in line and support 
division© of the Soviet Amy 1® illustrative of Amy requirement© for 
signal equipment* These mquiraments are given on the following page* 


Per lent age _ of t h e tota l 


1536 


11 

7 h 




S-E-C-R-jE«T 


Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 



Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 


SHE«C-ft~E«T 


Soviet nxtuy oignal A*quipraent Requirements for Line 
and Support- Divisions gg/ 


Number of Equipments 


Type of 

Equipment 

Present Troop 
Strength * 

Double Present 

Troop Strength 

Radio 

1*7,090 

92,895 

Sitfitchboard 

23,060 

Ii3,987 

Telephone 

136,675 

253,752 

Telegraph 

1,7U6 

3,0Ui 

Taleprints 

9 76 

l s 681i 

Radio Truck 

1,860 

3,215 

Radio Receivers 

777 

1,213 

V/ire (in miles) 

1111,391 

272,569 


* Approximate number of different types of signal equipment presently 
in the hands of the troops. 

Approximate signal equipment requirements if the troop strength should 
be doubled* 
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C c . Electric Power 


Radio transmission depends upon electricity 
as its source of energy • The total amount of electric energy 
consumed for all rapid communications purposes in any one of the 
Soviet Orbit countries represents a very small percentage of the 
total amount produced in that country or available to it* 

In European USSR, including the Caucasus, 
electrical energy is generally available from central station 
sources* This is possibly not true of the eastern portions of 
Archangel and the Murmansk Peninsula * There is no completely inte- 
grated transmission network in European USSR* The individual net- 
works radiate from or serve most of the larger cities* In Asiatic 
UUSR, central station power is available along the Trans-Siberian 
Railway and its branches, and in the Kirghiz and Tadzhik SSR a In the 
interior of Central Asia and in the vast area east of the Urals 
and north of about latitude 60° north, central station service is 
the exception rather than the rule* In the areas without central 
station supply, resort must be made to more laborious and inefficient 
methods of producing power* Apparently the Soviet Union uses in 
such cases internal combustion or steam engines, wind driven generators 
small hydro generators and batteries to supply radio facilities* 

In the artic regions where transport of fuel and machinery is 
difficult, the problem of assuring reliable rapid communications, 
services could become vexing under sudden heavy demand conditions * 

In Communist China, electrical energy is 
generally available in Manchuria.* except possibly in the extreme 
northern and western portions., It is also available along the whole 
coast line and in some of the larger inland cities* Outside of Man- 
churia there are no transmission networks of any magnitude, and 
in the larger interior regions, including Inner and Outer Mongolia 
and Sinklagg* reliance must be had on one or more of the sources 
mentioned under the USSR* 

In the European Orbit countries there are no large 
regions without central station power service 


SECRET 
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Do The Present Orbit Communications Manpower Resource s 

With a combined population of over 800 million, the 
Soviet Orbit posses see an abundance of manpower, of which much 
is unsldlledo While a considerable number of unskilled workers are 
consumed in rapid communications construction and maintenance oper- 
ations* the installation, operation and technical maintenance of 
the rapid cojrcmanication resources of the Orbit require appreciable 
numbers of skilled laborers, technicians, engineers, and some 
scientists 9 These skilled workers are believed to be in short supply 
generally* Essentially, this shortage stems from war losses and 
from inadequacies of training facilities* Against this shortage 
is an increasing demand for these types to accelerate the fulfill^ 
rant of stepped-up plans for Improving the industrial and military 
power of the Orbit* By using Germans as consultant® and by gradu® 
ating large numbers of students, the USSR in 191*9-1950 began to 
overcome the shortage of skilled workers© 

Since ¥«J Bay, the Soviets have placed great emphasis 
upon improving the scientific and technical qualifications and 
increasing the number of their electronics personnel* Research 
scientists have been placed in a privileged class and public 
recognition of outstanding accanpllshments has been lavished upon 
them in the forms of financial rewards and honor recognitions* To 
obtain more research, development and operation personnel, emphasis 
has been placed on technical training in universities, engineering 
schools, special technical institutions, and on correspondence 
courses* At present the Soviet system has tended to produce 
excellent research scientists and fairly good technical workers, 
although all electronic industries, including the U*3«, are ’’short* 
of experienced manpower needed to reduce research ideas to practice o 
This particular problem in the USSR seems to have improved greatly 
since 19k8o 

I 25X1 


The manpower observations on the USSR apply generally 
to the European Orbit countries except Albania, where skilled personnel 
is very scarce* China has relatively few engineers and scientists 
with electronic skills and would encounter difficulty in rapidly 
«panding training facilities without foreign assistance© 9J/ 

The training of manpower in the field of communication® 
is estimated as follows * 98 / 

Commwxdcatiosia t 

Number of graduates - Electrical Engineers • 
from universities of college type institutes 1 * 68 ? 

dumber of graduates of technical schools, below 
college level with 3 to 5 years courses | per 
year 10,000 


* 1 * 6 ® 
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I* Manuf aa tor inf s 

In 1952 I I 

employment in enterprises associated with the Soviet administration 
controlling tubes* lamps, and related products had reached a total of 
This figure, which maybe compared with 51,5145 for the U.S* 
in X9U7, is appreciably higher than indicated by earlier estimates, 
and tends to confirm the expansion trend after 1950* jg/ jyggf 

The total number of employees in the Bloc electronics 
and telecommunications manufacturing industries is estimated as 292,000 
for 1951* Of this number 210,000 were in the electronics industry and 
80,000* were in telephone aid telegraph manufacturing* The manpower of 
the electronic industry in the satellites amounts to h0% of that of 
USSR* The estimates for 1952 h ave been increased for the electronics 
industry based on recent information showing large increases in electron 
tube production* At the end of 1952 the total Bloc employees in 
electronics and telecommunications manufacturing is estimated to be 

372,000. _ „ - ^ ^ 

Jk small core of top scientists in the axe 
thought able to do original research in come highly specialised 
electronics fields and adapt the results of their work* This may 
be one of the key manpower factors for successful prosecution of 
long-term electromagaetic warfare* It is notable that military 
i^preeentatlves are frequently associated with electronics manu- 
facturing, an example being Admiral Berg of the Ifoskva Radar Institute* 
It is believed that the flow of information from manufacturing plant 
to field force is well-provided* 

In the several electronic fields, trained Orbit 
Industrial manpower is probably adequate* Higher technical schools 
and universities have departments devoted to electronics, some of 
which are staffed by industrial personnel* Thus, liaison between 
training establishment and factory is effected* Within most large 
Soviet electronics plants, in-training schools have been set up and 
a large proportion of workers attend classes after work hours* 

2* Operatin g* 

In 1952 there were an estimated 600 thousand 
persons engaged in the Communication industry of the USSR* It is 
planned to expand this figure to 760 thousand by 1957 * These figure® 
exclusive of military personnel * The planned rate of expansion in 
skilled end technical personnel is even more rapid* Any increased 
elsetvonagafttio warfare activity on the part of the Orbit would 
involve mainly the radio circuit operator and the radio transmitter 
attendant types of trained personnels the training time required to 
increase the numbers of these types would amount to less than on© 
year, with much less time for radio amateurs, who are presumed to 
b© partly trainedo 


25X1 


Tbs postwar shortage of operating and maintenance 
personnel continues for servicing complex military electronic equip* 
not utilising very high and ultra high frequencies* The continuously 
stepped up in-service educational program may largely overcome this 
deficiency within a few years* A large exploitable manpower supply 
is available in the military services and in itself is not a limiting 
factor in expediting an electromagnetic warfare program* 

The radio amateur group is an important source of 
trained or partly trained manpower* The number in this group today 
is not known* Each Orbit country has a group of amateurs who seemingly 
are given directed encouragement by their governments o As early a® 

X92& the Soviet Union numbered several hundred thousand amteurs 
within its borders* 101/ The number Is probably much larger today* 


-I*?- 
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E, Moder nity of Applied Techniques and Technologies . 

In Technique s ;> Pr ocedur es and Technologies 0 
a<. Wire Communications 

The two outstanding deficiencies in the telephone long line 
system are first g the bulk of the outside plant consists of open wire pole- 
line, and secondly the limited use of multi-channel carrier telephony which is 
due to the inherent limitation of open wire line* as well as the unavailability 
of broad-band carrier equipments A further impediment to increased application 
of carrier equipment is the fact that a considerable fraction of the conductors 
are steel rather than copper & not merely because of material shortages but also 
because of mechanical stress caused by climatic conditions. 

As regards inside telephone plant, the Soviet automatic step- 
fey-- step dialing system provides reliable and rapid services j it is old fashioned 
only in regard to its sturdiness and bulk The need for dial systems is m&ll 
%n. proportion to the population, since the number of subscribers Is not large 
and for the same reason there is little need for long distance dialing service . 
Modem trunking practices are found in the switching arrangements of metre- 
politian centers On the whole, telephone equipment is diverse rather than 
atondarlsed, and maintenance is thus agitated* Telegraph carrier equipment 
is widely used on long distance circuits as the most practicable solution 
to the limitations of the open wire lines, and of existing voice- frequency 
repeater stations: 

b o Radio Co cmunicaticms 

In the field of high frequency long range radio communi- 
nation most Soviet techniques are advanced. Antenna arrays of great 
power gain andmaximum tuning flexibility are in wide use. Extreme magnitudes 
of radiated powers are obtained by carefully designed arrays 6f properly phased^ 
fed radiators For many years Soviet high power transmitter tubes have provided 
reliable performance.. Good faeeimAlie transmission is well established, and tape 
telegraphy transmission speeds of 1000 letters per minute are routine 

Standard low power radio equipment is of widely varying age 
and of many makes, Soviet-produced models of the US Army radio set SGR-2B4 
are in quantity use for short range civil ctmuaunication applications along 
with euch earlier Soviet designs 

Until recently frequency-shift keying or single sideband 
methods had rarely bean used-. 

Although the Soviets are familiar with the broad-band multi- 
channel advantages available from radio relay links (above 30 MGs), there is 
no evidence of current usage in the communication system* 

© Te^hiiolo/ ^xDe^iopigent 

the Soviet Orbit has placed particular emphasis on 'raising 
Its technological and scientific level in the field of electronics to one more 
compilable with western standards- Orbit electronics technology has advanced 
to a level equal to that of the west in some particular phases of the field,, 
but in others it has shown little imagination or initiat ive* 

After World War SI the Soviet Orbit copied imported modem 
equipment*. Technical personnel, trade literature, and in particular, the better 
authorative text and specifications used in western countries were exploited 
to then fullest extent thus closing the technological gap in the broad field 
of electronics some three to five years* Lend-Lease equipment and technicians '' 
from the U S, and other allied countries supplied under the war program ad- 
vanced technical know-how that was lacking by the Soviets, The Soviet Union 
exploited the electronic resources of such countries as East Germany* H&ngauy, 
and Chechoslovakia g wfeich have been generally regarded as having a high level 
of technological competence in the electronics field. This total resource is 
assumed to be in a state of continuing exploitation to serve the growing needs 
of the Orbit.. 102/ 
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The rapid advances in Soviet technology were 
not soXely the result or Soviet abilities# but to the contrary # 
fctey were the sun total of !3 b@rrowd M talent froas the Satellite© 
and western countries It ie poesittla that the Soviet rate of 
technological development will not be' as- rapid as in the past# nor 
the rat© such as to continue to close the existing gap appreciably* 
except in specialised phases of the electronics field in which 
thosr devote a particular interests 

d * F'jii dug ti.cn 

Standardisation of equipment and operations is %h® 
koy to ©cHRniunication efficiency * flexibility# c^cnosiy * and ^cmpleto 
integration o This# the Soviet Orbit does not fully enjoy. With the 
possible exception of East Germany^ Hungary and Csa^hoalwakia# the 
Orbit countries including the USSR have over the year® imported mmh. of 
tea Hr mmmx&mtlm® equipment, techniques* and technologies, partly 
froa Oermaxxy and Chechoslovakia and partly fra«a many countries m the 
Western World and Japan,. Much of this importation continues, atsd 
apparently will' continue for maty years to come- The various cquip^ 
mn%® are incompatible therefor© difficulties must necessarily exist 
in system integration# raintessanee* and maximm flexibility of opera- 
tionsv. 


It is difficult to detencin® the moderat&y of 
present Soviet protection methods* but it is known they have 
increased productivity through technical developments. Production has 
h®en i nereaM* by improvements in methods and machines* combined with 
more ©killed* better trained manpower motivated by high worker in* 
ccatlvw to produce greater outputs. Foreign engineering talent# 
principally German# has been exploited to improve post war Soviet tech- 
nique® . which# by Western standards# were inefficient and labor 
consuming It is believed that during the post war readjustment 
per led* Soviet industrial methods were concerned with full mploymeni 
rather than efficient production «. Now tec Soviets ss«a to be dir#©ting 
%h.m±r effort® touarA high worker productivity# conservation of strategic 
materials# simplification of design* and mmmimUm of a product 
suocept&tole ft® mass automatic proses ess 

During and before the was* the Soviets used United 
States! technical assistance* and sine® the war haw exploited the 
Ger man industry and its Engineers,, Wader the war tin® prograB* ttas^ 
Soviets were able to learn considerable about our methods of quantity 
production of quality eloetronie preduets For examples US3B employs 
current U s S manufacturing methods in the production of fixed paper 
dielectric capacitors » while they use a German •‘•Bosch* 5 method in pro- 
ducing DC metaliaed paper capacitors; the Soviets also use production 
techniques similar to those employed in the U~3, in the manufacturer 
of capacitor® used In power-factor applications,, Soviet production 
methods aro copied from those used in more advance countries advancing 
thorn in strides that would not be possible under normal conditions. 

The improvements of the standard of their technology and production 
method** to the present are reflected in the greatly increased output 
of the electronic industry. 


— 1 $* 
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F* 1 rends 


Gene ral 

Beginning with the First Five-Year Plan in 1928, and 
continuing in all subsequent plans, first priority was given to the 
in e* alia 'dono f rapid communication facilities, second priority to 
the orovxsion of underground cables to link key cities with Moscow, 
third to the extension of overhead lines, fourth to increase the 
number and power of radio stations to improve the basic network, and 
fifth to the extension of radiobroadcasting facilities * A sixth item 
appeared in the 19U6-50 Plan, the expansion of facilities in rural 
and remote areas , There is evidence that the USSR has been accom- 
plishing all of these intentions with the probable exception of tha 
underground cables connecting all key cities with Moscow. Apparently 
the Soviet Union was neither able to manufacture nor Import sufficient 
cable to achieve that end* In the interim the Soviet Union took full 
advantage of the steady progress being made in the radio art to over- 
come its serious wire line deficiencies., Prior to World War fctoe 
principle was applied in the adaptation of radio to the basic tele- 
phone and telegraph system that the particular medium of transmission 
should be used which geographically or politically best suited a 
given set of conditions* There was no attempt to employ either the 
radio medium or the wire medium in all cases. Radio was scheduled 
to oe the sole means in many remote areas where under normal conditions 
the employment of wire would be ecommically inadvisaole * On the other 
hand, radio facilities were to parallel in some cases existing wired 
trunk Where there is a choice of media (as between radio, and 

wire and micro-wave radio) over which to route traffic, the Soviets 
would choose wire or micro-wave radio for communi cation security 
reasons o In fact when the Soviets saw World War II coming they 
shifted much of their official classified state traffic from radio 
to wire* This practice apparently continued through the war years 
and it is believed the oractice continues today ^ This means, that 
where a choice of media exists, communication security would dictate 
that the wire or micro-wave radio medium be usedjfe strategic traffic 
and the radio for innocuous puolic correspondence as far as practic- 
able., It is believed that these general Soviet trends oermeate the 
entire Orbit 103 / 

lc Boat Vlorld War II to date 


The t rends in the development and use of Soviet Orbit 
rapid communications service have been motivated by the needs of the 
state primarily and by those of the consuming public secondarily. In 
the immediate post World War II period, effort was concentrated on uhe 
‘restoration of those facilities destroyed or devastated by the war* 
ft is estimated that this restoration period, more or less, ended about 
1949 * with the exception of East Germany and China* In East Germany 
the Soviet Union removed as "reparations” much of the worthwhile rapid 
communications plant that remained intact* Today East Germany is still 
in the process of restoration, though some new facilities are being 
provided* In Communist China, the USSR removed a rood portion of the 
rapid communications facilities in Manchuria, which had been installed 
or improved during Japanese occupation* By 1951 it is thought that 
Communist China, excoot for Manchuria, had been aole to reach 1937- 
1938 facilities levels* It is not Believed that ^anchuria has yet 
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attained the peak level of the Japanese occupation period. Apart 
from these exceptions it is quite clear that the Soviet Orbit has* 
since about 19li9., been able to increase trie capacity of existing 
plant, to extend its plant to virgin territory, and to apply new 
world techniques and tecnnologies created during and since World 
War II o 


a* Wire Facilities 


In the USSK several long wire lines of strategic 
significance nave apparently been constructed in recent years or are 
under construction in the direction cf the Arctic and in the Far Fast, 
These are so own on the map in Appendix 13* 

In the European UP PR the land-line from Kirov to 
Vorkuta, latitude 67° Worth, longitude 6U° ^ast, via Kotlas and 
Tkhta, covers a distance of some iUOO kilometers Three other land 
lines, running generally eastward, connect Kotlas with Vologda, 
Konosha and Obosserskava, covering a total distance of approximately 
1200 kilometers* The latter two are unconfirmed. Another uncon- 
firmed line ftxi^ndsfrom Ukhta, north along longitude 5U° East, to 
Nikittsy, latitude 68° North, on Pechorskaya Ouba, approximately 
500 kilometers. Still another unconfirmed land-line extends north 
from Solikansk to Ust'Shchugo, longitude 61*° North, latitude 57° 

East, a distance of some 500 kilometers, loU/ }D5/ 

Submarine cables are shown in the Barents Sea 
from Polyam yy to Archangel via Yokan*ga, some 700 kilometers, and 
across the White Sea from Pyalitsa to Intsy, a distance of about 
$0 kilometers, 106 / 


A coaxial line is reported under construction 
between Moscow and Leningrad via Kalinin, a distance of some 600 
kilometers,, The Moscow-Kalinin section, of some 200 kilometers was 
reportedly completed in April 1952,* 107/ 

In Asiatic USSR, one land-line extends from 
Krasnoyarsk to Dudinka at aocut latitude 70° North and longitude 
86° East, generally following the route of the Yenisei River, a 
distance of some 1,500 kilometers, m/ 

Recent reports and maps show wire construction 
of land-lines in tho vicinity of Yakutsk. Two lines go north and. 
northeast from Yakutsk to Ust* Aldan and to Krest-Khal dzhav, respec- 
tive! and a third line extends from Suntan to Vil ruysk 0 These lines 
range in lengtn from 180 to 280 kilometers.. In the Far East, the 
Yakut sk -to • Magadan line has been recently extended to Khonu on the 
Indigirika River, via Ust tSrednikan on the Kolyma Paver , approximately 
1000 kilometers., Another significant extended line is that from 
Magadan to Klyuchi on the Kamchatka Peninsula* This line goes north 
from Magadan to approximately 62° North latitude, crosses the Penzhln- 
skaya Chiba and then turns south on the Peninsula to Kh&yryu&ovo and 
Petropavlovsk and thence to Klyuchi* approximately 2.500 kilometers., 
Still another line extends from Yakutsk south and east to NikoXavevsk 
via Udskcye, a distance of some 1500 kilometers 0 mf 

On Sakhalin Island, the wire line from Moskaldvo 
south to Pilevo along the western coast has been extended to Kholmsk, 
thence east to Korsakov, and north along the eastern coast to Dkha, 
virtually encircling the is land 110/ Approximately 1800 kilometers) 
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Tho island is connected to the mainland by three submarine cables* 
from De-K&sti to Alaxandrovok, from Sovietskaya Gavan to Orlovo 111 A 
and from Vladivostok to Orlovo® 112/ The first tw are relatively 
short f the third* however, is approximately 1,200 kilometers in 
lengths Saldialin is connected with Japan by two cables between 
'Korsakov and Sarufuisu (not operating)*, 113/ 

These developments show a trend towards pushing 
out i,ith wire lines to the uncovered North and East. 

In 194$ construction was underway in the USSR 
on some 40 thousand mile© of wire line routes o Priority has been 
given to routes serving important areas® The use of multi-channd 
carrier systems on existing wire lines as well as some of the newer 
ones has greatly increased the traffic handling capacity of the 
basic systems o m/ 


The new Soviet Five-Year Plan (1951-1955) gives 
the following language pertinent to this sub-section. One reference 
reads* * o*To insure the further development of means of communica- 
tion : to increase during the Five-Year Plan, the length of intercity 
telephone lines by not less than 100 percent,, Another reads: 

To increase the capacity of telephone exchanges in cities during 
the Five-Year Plan by 30 to 35 percent®. Specific references were 
not made to telegraphy, nor to what the word "lines !l means. It 
probably means wire lines but could include radio "lines." 115/ 

Some numerical notion of the post-war growth 
of USSR basic communications services may be useful. But since the 
w± :*e and radio traffic figures cannot be separated because the two 
media are integrated, the following figures include both« The 
number of interurban and international conversations in 1946 is estimated 
at GO million and in 1951j some 132,000,000. The number of telephone 
subscribers is estimated at 721 thousand in 1945 and 1*5 million in 1951 « 
This is in spite of the fact that in 1949 it was reported that telephones 
we:^e not widely used by the public and that private telephones were 
practically non-existent® The number of telegrams handled in 1946 is 
estimated at 1?6 million and in 1951 some 283 o 5 million * 116/ 

Appendix J gives an indication of the extent 
to which wire lines are being utilized to provide a "closed circuit" 
mass aural radiobroadcasting reception base® The total, number of 
speakers installed Is believed to have increased from approximately 
6 million in 1946 to 11.6 million In 1952. 

Appendix J shows the magnitude of this development 
anil the rate at which the system is being extended in the Soviet Union. 
The essential purpose here is to bring the mass aural radip medium 
into the far flung villages and settlements in the Soviet Union, to 
enhance group listening, and either to insure "closed circuit" security 
or to extend listening facilities at cheaper cost. In one sense this 
development is a reversion from the radio medium to the wire medium 
to the extent that local distribution does not depend upon the radio 
metiium. This is partly true of the cities in which the broadcasting 
transmitting studios are located. Urban, suburban, and *in some cases 
rural areas are served by wire directly from the studio itself. Hence, 
wi »h only the long distance links in question, a mass aural broadcasting 
system can be operated without the use of the radio medium, Where the 
long distance links can be provided through the wire medium, dependence 
on the radio medium is eliminated altogether, m/ 

As for China, some progress has been made since 
World War II in the construction and reconstruction of wire line 
facilities. It Is estimated that the telegraph line length rose from 
50 thousand kilometers In 1946 to 133 thousand in 1952, For telephone 
line&, the length rose from 327 thousand kilometers in 1947 to 435 
thousand in 1952® 1X8/ % 
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Sine© the inception of the Communist Chinese 
government in 1 9k9# it is reported that long distance lines have 
boon restored or constructed between a number of important cities 
including those between Peking and Nanning*, between Shanghai and 
Shacheng* Shanghai and Mohien, Shanghai and Fengtai, Shanghai 
and Luhaieu, Tientsin and Kunming, and Tientsin and Sirring, among 
others « In February, l?£l it is reported that work was begun to 
connect by telegraph line Lanchou in Kansu Province with Hoch*eng 
on the Sino-Soviet border , a distance of over 2,000 kilometers,;^/ 

See map in Appendix Bo 

There is evidence that Communist China, in 
addition to extending its wire line facilities, has been increasing 
the traffic carrying capacity of its main lines and the density 
of its local wire line services in the larger cities 0 120 / 

Appendix J ©hows that Communist China has 
ombaiked on a plan to employ the wi re diffusion technique in con- 
nection with the development of a "closed circuit" reception base 
for mass aural radiobroadcasting* 

In the European Orbit countries with the ex- 
ception of Albania, extensive ^construction and construction work 
has taken place since the end of World War II on wire lines* Old 
lines have been repaired and/or improved,, Traffic carrying capaci- 
ties hav© bean increased, some direct, official connections to 
Moscow and between Orbit countries have been established* Albania 
has done little to improve the basic system* It is slowly increasing 
the number of telephone circuits to the remote areas but there is no 
indication of wi&sscale plans for modernisation of the system* The 
Tjira-diffusion technique, in consonance with the Kremlin pattern, 
got underway about 19Slo Wll J£$ f In Bulgaria a gradual expansion of 
the wire network has been taking place in order to provide service 
In rural areas* The reported installation of automatic and semi- 
automatic telephone exchanges and the expansion of exchange capacity 
seems to indicate some progress has been made in modernization of 
urban facilities* 123/ la Czechoslovakia post war emphasis has bean 
placed on bringing existing facilities up to date* Dial telephones 
and automatic teletypewriter techniques have bean increasingly 
applied* Micro-wave radio relay circuits have been introduced* 1$£/ 

In East Austria the telephone wire system has 
been undergoing a change from manual to dial operation* Construction 
■of coaxial cable in Western Austria has recently been started and is 
to he or ha© been extended into East Austria* The Austrian government 
hopes to be able to introduce long-distance dialing when these coaxial 
facilities are completed* The number of teletypewriters in the tele- 
graph system have been increasing *125/ In East Germany, the main 
emphasis as to wire facilities has been the restoration of the facilities 
confiscated by the Soviet Union mentioned previously and the expansion 
of pre-war plant* Part of the restoration has involved the intro- 
duction of micro -wave radio links into the basic wire line system* 

The use of the teletypewriter has been increasing *326/ In Poland there 
has been extensive reconstruction of wire facilities and an expansion 
of what was available prior to the war* Progress in the integration 
of the wire facilities with the radio continued during the post war 
period* 22?/ In Hungary", post war reconstruction has restored, ex- 
panded, and modernised the prewar system* Now installations include 
four international carrier frequency cables, automatic telephone 
exchanges in major cities, extension of lines into villages and towns. 
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and the construction of additional underground cables 0 1 20/ In 
Rumania-, reconstruction and new construction of wire line facilities 
has been taking place since the end of the war* particularly in and 
around Ploesti and Bucharest. Some facilities have been dispersed 
as a security measure. Additional crosscountry lines are being 
installed by Soviet military personnel. Private telephones are being 
taken over for use by the government and military as necessary. |*y 

r %0 One common development in the post war era in 

the European Orbit countries has been the wire diffusion techniques 
The growth and extent of this Kremlin pattern is shown in Appendix J. 

bo Radio Facilities 

In the Soviet Union the employment of the radio 
resource since the end of World Wax’ II has increased interns of the 
number of transmitters* the power of transmitters* their uses* and 
their service area* 

In the Soviet basic system the number of radio 
' stations was reported as 1*389 in 19Ui and as X*U92*in 1951# ^ut 
these figures do not include a considerable nuribar of lower-powered 
.radio stations serving communities which have no other means of 
rapid communicaticnsc One Soviet report states that during the 19U7 
elections soma h p 7$0 radio stations were in operation, 1*500 of which 
had been newly rehabilitated. It is not known to what extent if any 
radio stations had been tJ borrowed n from other services for those 
election purposes. 


25X1 
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One development of great strategic significance 
is the possible Soviet employment of the micro-wave technique. Wo 
solid evidence exists of the actual employment of micro~wave radio 
systems as an extension of* as a supplement to^or as a replacement 
for either the wire or radio (below 30*000 kilocycles) media in the 
basic system. As indicated later* however* mic rowave radio equip- 
,ment has been in production for several years. 


Such a reality would have profound 

warfare, communication security* the 

supply of long distance radio channels below 30,000 kilocycles* and 
the economics of Soviet basic rapid communications. 322/ 


implications for electromagnetic 


The number and power of Soviet mass aural radio** 
broadcasting stations have both increased since the war* though the 
number of stations* in spite of the powers employed, seemingly are 
wholly inadequate to furnish a serviceable radio transmission base 
for so large a country. Part of this deficiency is apparently being 
met by resort to the use of the wire line through the rapid build 
up of wire diffusion loudspeaker networks. 322 / 

Specifics on the trends in powor of other Soviet 
radio transmitters are fragmentary. This is particularly true of 
stations in the basic system where higher power is likely to be 
employed to cover long distances reliably and consistently. As to 
mass aural broadcasting transmitting stations* Appendix E shows the 
power of each of the transmitters employed in the ioore important 
stations of that service. The new Soviet Five-Year Plan (1951-1955) 
includes the statement "....to considerably increase the power 
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of broadcasting stations." 13£/ The Appendix lists one SUO-kilowa t 
transmitter employed in the Moscow area* Several transmitters of 
power in excess of 500 kilowatts have been reported. On© of thes- 
is known as "Goliath." This was a German transmitter used during 
the war for submarine communications. It was originally rated at 
1*000 kilowatts and believed to operate between 15 and 60 kllocyc. er» 
It is now thought to be in use for submarine communications. 133/ 


It must be assumed, oven in the absence of 
concrete evidence that the Soviet Onion has been proceeding on tin* 
development and use of strategically important techniques developed 
during and since World War II. Some ©£ these bear mention. The 
new Five-Year Plan (1951-1955) alludes to frequencies above 30,000 
kilocycles the use of wiiich could have importance aa to dependences 
on frequencies below that figure in the statement"....!© develop 
the work as regards the incorporation of ultra-short wave broad- 
casting and of the radio relay network..." This statement does not 
specifically include the use of such frequencies for aircraft 
communication and radionavigation, but the general teebology is 
applicable for these purposes.^ Another revelation of strategic 
importance is the accumulating evidence on the Soviet development- 
of a low frequency radio navigation system similar to Loran used 
by the US today, which may service both aviation and shipping. 13J/ 

The fact that some use teas been made of PM 
radio and that television stations new operate in at least three 
cities indicates a beginning in the use of very high frequencies 
(VHP). Moreover, it is known that the Soviets have at their disposal 
decimeter equipment developed by the Germane. It is believed that 
VHF type of equipment is now being used in aeronautical communications 
to some extent. It is believed that the Soviet Union is now engaged 
in an active program to provide its armed forces with radio and 
radar-jamming facilities. Although there exists a dearth of definite 
intelligence in this field, the Soviets have been afforded ample 
opportunity to become acquainted with German jamming and anti- jamming 
equipment and techniques. 

Mention has been made previously of the improve- 
ment in engineering design. A lively interest in the very lew frequencies 
for shore stations to be used in naval service is evident. Receivers 
are available down to 12 kilocycles and transmitters down to at 1 m ?t 

15 kilocycles are also available . This could provide the Soviet 

improved frequency flexibility. / 

/ There is no good evidence of their current use of frequencies* 
below 15 kilocycles, 

A trend to the use of the frequencies above 2? 
megacycles for short-range tactical communications since World Wta* .J. 
la very apparent. This would relieve the congestion of the loser 
frequencies as well as increasing Soviet security for tactical traffic. 
Equipment is now being widely introduced in the 100-150 Mcs band to 
supplement their 27-32 Mcs and possibly other 1/HF band equipment. 

The decimeter equipment could be applied to shipboard use, but 
no such application has been detected. The use of infra-red would 
also provide similar relief to the lower frequencies. 
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Ees of secure highspeed communications such as the 
Gerrsan Marin® "Kurier” at frequencies below 30 megacycles should be 
no surprise . We have no evidence of such Soviet usage, although our 
current probability of finding out about Soviet work on such equip- 
ment or us® of such techniques is almost asero<> 

Mare detailed discussion of these matters may b© found 

in O't'fl Serial F-26-3. 

‘ \ 25X1 


Radio equipment manufactured sines World War II is vary 
definitely not crude. Two of the newer radios widely used in the 
Soviet Amy are the RBM~2 and the A-7-A. These two pieces of equipment 
show some design sophistication and the quality of components is far 
superior to that of radios produced prior to 19l»5» !}§/ 

The chief trends in the radio field in Communist China 
have been to r estore the facilities destroyed, sabotaged, or stolen up 
to the beginning of the Communist regime in 19h9 and to expand the 
basic rapid eaaaraaications system of the country in coverage and 
capacity, China’s rapid communications 9 problem has been somewhat 
similar to that of the Soviet Union, The vast inland areas of Chins, 

I1i»> those of central and northern Siberia, have been without adequate 
wire lin e facilities. In both cases relief has been sought in radio o 

For point-to-point basic service the number of China's 
radio stations rose from 50 in 19U7 to some 326 in 1952, aeronautical 
stations stood at 5ii in 19b9» and radiobroadcasting stations rose from 
6ij in 19li6 to 99 in 1952. Data on transmitters in other services are 
too ske t chy to develop trends . The reported interest in a Moscow to 
Peking miero-wave radio system is covered on page 1 of S®c. I«F,l,b. 

W ?M 

As the European Orbit' countries are generally webbed 
with wire line facilities the need for radio seems to be centered 
around the mobile services, the mass aural radiobroadcasting services, the 
international services beyond reach of wire lines and submarine cables, 
and the jamming "service 11 . In the post World War II period, radio 
facilities like. the wire network were re-established, rebuilt, and 
expanded. The power of the principal radiobroadcasting stations has 
generally been increased. New powerful radiobroadcasting stations 
have been constructed in East Germany and the powers of some are progress- 
ively being increased. With the great technological and productive 
competence of East Germany, Czechoslovakia and Hungary, it is natural 
that for their own use, as well as for the Soviet Union and other 
Satellites, modern techniques such as micro-wave radio relays 
(operating above 30,000 kilocycles) have been applied. Since this 
whole area confronts the Western World and thus becomes the first 
line of defense in dopth as well as 8 tital industrialised area to 
the Soviet Union itself, the Soviet Union can scarcely afford to 
neglect at least the strategically important components of the 
jrapid cosaaumications r©&ource8 of the area* 
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In Albania t lie principal radio development of record 
is th© construction of a $0 kilowatt mass aural radiobroadcasting 
station for Tirana* In Bulgaria there is reported a new, important 
radio station or center new Grigorevo village * approximately 26 
kilometers east of Sofia* It is said to have been build in 1952 
under the direction of Soviet specialists and to be for both 
civilian and military use* Ihl/ An additional high frequency trans- 
mitter is under construction at Varna (Stalin) which 1© reportedly 
intended for radiobro&dc&stingo ilffi/ The introduction of radio 
communication between trains in augmentation of the extensive use 
of radio in connection with the operation of Bulgarian railroads has 
been reported* In Czechoslovakia several new broadcasting transmitters 
have been built, FM broadcasting md television are under experiment^ 
atibho In East Geraany more money is allocated^ under Soviet direction* 
for ifoe expansion win improvement of radio facilities than for wire 
facilities* Since the end of World War II, East Germany has added 
several standard AM commercial transmitters for civil use* Sa addition* 
several meteorological* broadcasting, and experimental ultra-short wave 
stations habo been constructed* FM broadcasting is in use on & trial 
basis' r” 'Micro*’ wave 'radio links hm® been introduced into the basic 
system* In Poland the first television station was opened in 

January 'of &SL® year* 

c © Faciliti e s Resources in Reserve* 

Of importance in any full appraisal of Soviet electro^ 
magnetic warfare capabilities Is a knowledge of it© resources in 
reserve? Unfortunately data le not available upon which to estimate 
the nature and magnitude of such reserve if one exists* Hies© reserves* 
if they exist at all, could fall into four principal categorise o First 
might be the radio transmitters warehoused for future assignment and 
those in the tt r©a«fy M reserve wired up and ready to operate if* as, and 
when needed* Second might be the radio transmitters .which lire being u aed 
for 'legitimate service now which are backed up by wire Aline which in 
turn could handle the traffic* Third might be those radio tranomittbre 
which ax® urn handling du traffic to keep th© facilities and personnel 
exercised and pdrh&ps "to deceive the studeitof Soviet epmsminicationso 
Fourth might be those radio l^^smitt^rs wbiich are now handling deception 
traffic to deceive the outside world* This is pure speculation but the 
realities of Soviet capabilities in the field of strategic deception 
suggests caution in this area* 

2o Qver frh Q N ext ftaoYearp* 


gener al 

The trends in the Soviet Orbit radio and wire eem» 
municatione profile over the next two years may be viewed from two 
standpoints* Oh© of t£ ase is th© deployment and employment of the 
plant in being* The other is the deployment and employment of new 
production^ Thee® are treated separately, but the changing shape of * 
the profile during the next two year© must necessarily be related to 
equipment production performance during th© past few years and pore 
haps during the next year* in order to arrive at an aporoprdate 
estimate of the profile to exist in 1954* Th© time lag between pro- 
duction and actual use makes this neeeasary* 
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a* D eployment and Employment of th e Plant in Being* _ 

Some clues to this projection may be gotten from 
aubseotlon 1* Others may ba gotten from Orbit plans for the 
immediate future* 

Th® communications elements in the new Soviet Five-Year 
Plan (195l»1955) gave an indication of the direction of developments 
that might be expected over the next two years* Electric power is to oe 
made available to towns and districts by the construction of smalland 
medium power stations, besides the construction of big stations* me 
sale of radio receivers and televisions sets is to increase* The power 
of radiobroadcasting stations is to continue to increase and radio 
freouoncies above 30,000 kilocycles for broadcasting and radio re^ay 
network® arc to used© A r©c©nt #tudy of* tlx© production. Industry $ 
particularly as indicated by electron tube production shove only a 
normal rat® of increase in receiving tubes* However, a rapid develop* 
Kent program and concerted effort is being exerted on tubes for special 
purposes, primarily military* The estimated increase in production for 
■She entire Soviet Bloc tube industry after 1951 is now believed to be 
much greater than the probable capacity reported early in 1952 » 

total estimated output for 1955 how predicted to ba nearly tfcras-fold 
tha current 1953 estimates* litV The capacity of telephone excliangas in 
cities (and presumably industrial complexes) will progressively 
increase* lh5/ The Plan is silent bn equipment inputs for military and 
other strategic purposes* It is believed, however, that long-range 
r.tdionavigation aids, long— range guided missile radio control facilities, 
long-range radioooiHMunications facilities for the Red Air Force and the 
Rod Fleet enjoy a high priority* It is also believed that Increasing 
quantities of various types of wire line and micro-wave radio equipment 
will be installed to increase the capacity of existing basic plant and 
to increase ®he geographical coverage of these media to complement or 
replace tee use of radio* 

The character of the Soviet mass aural radiobroadcasting 
reception base is changing rapidly* Though loudspeaker reception had 
been in vogue in the USSR before World War II, principally in tee 
larger cities, tee extension of wire diffusion loudspeaker networks 
into tee smaller cities and villages, begun after tee war, is proceeding 
at * rapid rate as shown in Appendix J, 

Communist China* s Five-Year Plan ( 1953 - 1957 ) for tee 
voar 1953, the only year for which information is a vailable, states 
that the expenditure for transport and communications will go up about 
65 percent over 1952* This means that only some h million dollars is 
to be expended for communications in 1953* This is a vary low figur® 
for the state of China 9 s communications plant, its transport facilities, 
and the great size of tea country* No details are given as to what this 
expenditure will encompass c. Iit6/ While it may be expected that China 
will t© chnmpcoto it&wXre line deficiencies construction of 

trash facilities takes time* Henco radio facilities, which may be pro- . 
vlded at a mors rapid rata, will likely bo installed at an increasing 
tempo, at least W an interim alternative in some employments* 

The wire diffusion loudspeaker technique Is apparently 
being exploited now, following the Soviet Union pattern* 
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The European Orbit countries $ during the next two 
years at leasts will be increasing wire line facilities in two ways* 

One of these will be to extend wire line service to those more remote 
paint® which heretofore have riot had such serviced The other will 
be to continue to increase the capacity of the existing telephone 
and telegraph facilities which already exist* This will be done 
principally by toe use of multi-conductor cable# coaxial cable, micro- 
wave radio links, and channel multiplying equipments « Telephone 
dialing instrumentation will probably continue to be installed in 
replacement for manual, systems. Several of the countries are consider- 
ing plans for the introduction of automatic switching for long-distance 
telephone calls „ The continuing construction of wire diJ fusions 
networks in all European Orbit countries will be the principal means 
for increasing the reception base for the domestic mass aural radio- 
broadcasting service* 

While the main emohasis can be expected tc be placed 
on the expansion of wire line facilities* soma increase in point-to- 
point* coastal* aeronautical* and meteorological radio stations is 
probable* These countries are constructing (and plan to construct) 
a number of additional radiobroadcasting stations* These include both 
high and low power transmitters© The majority of these will be oper- 
ated in the medium frequency band* a few are for low-frequency operation* 
and a very few for high-frequency use* Many of them ar- to be low- 
powered sets designed to amplify and relay signals transmitted by main 
stations o They will be located in rural areas to increase local 
reception coverage© The more advanced countries of t he Orbit are 
planning both television and frequency modulation (PM) facilities 
on at least a limited scale within the next few years© 
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II® Cfflabillties of Enl ar^in^ i E lectromagnetic Warfare 


Any accurate estimate of Soviet Orbit capabilities of 
enlarging electromagnetic warfare must necessarily be predicated 
upon knowledge of current Soviet jamming performance® It ought to 
bs known among other things What the number and characteristics of 
the transmitters now employed in that effort, their location, their 
normal service employment if any, and the number of hours per day 
during which they are used for jamming or are available for that 
purpose® Such knowledge as is available is spotty, incomplete, and 
somewhat conjectural,, In the absence of such data, only raw esti- 
mates can be furnished® Likewise*, accurate estimates on the sum to® 
tal of Soviet Orbit radiontransmitters in being, under construction, 
in production, and under import tfrom which any enlargement must stem 
can not be given** 

Section I is the base upon which the appraisals structure' 
in subsequent sections is built® 

The Soviet Orbit rapid commtmications profile is a massive 
organism of great magnitude, coverage, and versatility,* Its tenter 
cXsrn reach out over the 12©o million square miles of ihe domestic 
domain and to the principal cities all over the world® It is designed 
to serve th© strategic needs of the Kremlin® It is an organism of 
great power and It is so used® Politically it serves t o obtain con* 
ferol and then to retain it® Militarily it provides a means to exer** 
else command and to control and utilize military weapons® Socially 
it enchamces cohesion^ Economically it facilitates control and 
accelerates the production and distribution of goods and services© 

The key consideration in the electromagnetic warfare use 
of radio is the fact that indio below 30,000 kilocycles docs not 01 ^ 
joy monopoly m a medium of r apld communications for all purposes, 
nor is it indispensable in every case where it is nomopolistic© 
Strategic planning, systems of priorities, and alternative means cf*» 
for almost limitless possibilities to the Kremlin for the de®utiHsa^ 
tdon of radio below 30,000 kilocycles® It is these f acts which jus® 
tlfy the appraisals in subsequent sections of this report© 

These appraisals are predicated upon the following aesump® 

tionss 

a® That the Soviet Orbit cannot do all things at any given instant 
of time© 

bo That the Kremlin enjoys cohesive control of th© whole Orbit domain© 

Co Thai* in Kremlin strategies, the end always justifies the means® 

d© That the Kremlin would not hesitate to violate international agree** 
manta on th© employment of radio. If it served its purposes to 
violate them© 

e© That Kremlin strategic planning and action always considers counter 
planning and counter action (retaliation included)© 

f © That convenience of the individual must yield to the convenience of 
th© State© 

g© That coiromication security is a component of security of the State® 

h® That the Kremlin must depend upon rapid communication means for the 
exercise of control® 

io That steady supplies of intelligence are indispensable to Kremlin 
strategic planning end action© 
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Ao Strategic Coats 


Warfare Equipment 


to Production of KLeeiromagneti © 


Information on prariu^ion and industry expansion available 
'j» of 1 January 1953 has been analysed snowing that the increase te 
production of receiving tabes is about as previously estimated^ but 
that the production of special or other tub© types is nearly twice the 
originally estimated amount . This indicates a rapid development program 
and concerted effort is being exerted on tabes for special purposes * 


t ho electronics sector of the industry in the Soviet 
Bloc furnishes equipment ■ for the armed forces t the civil ecnuuideatiom 
network*, and civilian radio and television sets.. Military equipment 
is given the highest priority* with communications equipment second* 
and equipment for consumer® a poor third* 

To illustrate the cost of a program to be used by the 
Orbit in jamming operations, it is necessary to make a tm$mr of assumptions 
and estimates.. 


It is estimated that the -present jamming operation against 
the ¥©lc© of America program utilises 680 jamming transmitters o If m 
all out jamming operation was started, it probably would fee at least 
doufele the* present operation and* for round numbers* might us© 1000 
additional transmitter© 3 of, say, IX) kw power output* 

The of these transmitters in the USA might vary over- 
a considerable range from $35 & 0QO for a high quality broadcast unit to a 
atapl© industrial high frequency generators of 20 kw for $7*500* both 
capable of accmeplishing the purpose of jamming . 

A et&sfcdard ©onnunieatiens type vole© transmitter of 10 
kw would fee entirely sufficient for jamming operations and its estimated 
mn% in IIS dollars would b© $22,000^ This transmitter of 10 kw pcfwesr 
will tea used for a typical jamming operation input analysis <> 

Supple© that 1000 of the 10 kw transmitters were ' 
in ®m year* at the cost of $22*000*. 000 « This coet would, .of course* vary 
with the p mm of the transmitters.:, U&ing this figure of $22*000*000, 
and compar ing it with the total production value of the electronic 
industry ©f the Orbit which is estimated to fe® $750^000*000 for 1952* 
the jamming transmitter segment would b© about 3$ of the total Industry . 

The 1952 production ®t power tabes of the types that would 
fee used in these transmitters -were produced for existing needs in amounts 
sufficient to fill this raquiment,. The additional requirement for 
operation and spare© would probably be met- by insignificant expansion 
of -tube plant facilities. If this transmitter program was extended to 
cover two years instead of one year* the cost would then only be 1 1/25? 
of to© estimated total electronic industry.. 

The cost of antenna systems would depend entirely on toe 
types used* and those &©uld vasy from a simple ©urtein type to elaborate 
multi-tower dMtallations » thus no effort is made to include the estimate 
of thi© cost- . 
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It is felt that the 1 i/2# or 3% cost of the equipment 
©o uld b® absorbed without any serious displacement la the electronic 
industry . greatest cost to the national economy would be the 

disruption of internal radio communications facilities that would have 
to b® replaced with other methods of c<xi®KUnicationSp such as wire 11 m 9 
micro-wove, and airmail. concentrated jamming program by the 

Orbit of external channels would be bound to also j&m acme internal 
channels 

R®©m% estimates indicate that the @lc©ts e onic@ industry 
©f the Soviet Bl©s is capable of prwiding simultaneously a minimm 
t&ml of civilian radio and television equipment, an entirely adequate 
oivlli&n and military ©cmmus&catlojsas network, and a largo amount of 
high-priority military electronics equipment 9 Although the Soviet Bloc 
is not able to manufacture unlimited quantities of ell passible categoric® 
©f electronic products, all evidence now indicate® an entirely adequate 
supply of thm® military and essential equipments which the Soviets 
consider important <• In view of the war-all magnitude. ©f the. Soviet Bloc 
electronics industry, with its heavy concentration on military and other 
specialised items, it is believed that the industrial effort which would 
bo acquired for a large seal® production of , elect rwagnsti© warfare 
^quipient could be provided without noticeable effort upon existing 
essential electronics production quotas In brief, the strategic cost 
of diverting Industrial resource to the production of additional ©leetrer* 
ssagneti® warfare ©qulpraent ©ould b® provided without noticeable effect 
upon, existing essential electronics production quotas. 


2 rt Divors ion _qf |^^gig| . |^ts g5 F a^l iM^ from, Norma l 

Service to S ^ ctroaamet i© Itefare Servicer. 

eaaxszxs,.— s £ r '.. i lunstaw*. r uc, ujj jMWir omiUoiu.': la^yroBMCLaeaea aaaan 

On® quick method of arriving at the estimated sum total 
number of existing Soviet Orbit transmitters is to use the reported 
number of radio transmitter stations location© which are shown on the 
imp in AppsMix B to establish a minimum* Thrifts arc some 2,300 locations 
Indicated on the Asi&issdag that em© h location contain® at least on® 

radio station and that each radio station ©ont &!n» to© transmitters, om 
for working &nd one as an emergency spar®, the minimm amber of trans- 
mitters comes to some 4,600* If It is assumed that the esBorgeney teane^ 
iniiter at each of the 2,300 locations mentioned above wer® devoted to 
jamming operation, it ©an b® seen that sufficient equipment is at hand 
for a substantial laming effort. Obviously mas^y locations contain many 
more than two tranuadtiero,. Moscow, for example, is mfa only the 
©CMwusicatlons focal point of the USSR, but also of the whole Orbit.. 

It is estimated that at Moscow there probably are several hundred trans- 
mitters operating In all of the various services covered in 
this raperto (Assmirig simultaneous need, there are at least some 30 
for ©cmmimicatlon® with other main USSR centers 5 seas® 35 for 
with other Orbit and non Orbit ©©unifies f asm© 

27 for mdiobroadeasting of various kinds j untold numbers far 
second, third, fourth, etc.* dmdts with main centers where- th® 
load Is high 5 and obviously others of significant© in the aeronautical, 
maritime, meteorological, etCtServiemO* Other main and minor ©enters 
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of graduated lesser importance* numbering in the hundreds* probably 
have transmitters numbering somewhere between the several hundred 
figure for Moscow and the minimum figure of two* Using an average 
figure of 25 transmitters in addition to the minimum two for say 
200 main and minor centers, this comes to another 5®000 units* or 
a sum total of some 9*600 significant transmitters o 

There are believed to be numerous conjectural means 
by which the Kremlin could enlarge electromagnetic warfare through 
diversion* Only operational means are considered here* Certain 
technical means* not considered appropriate in this report* are also 
available* Some of these operational means are covered in the 
following paragraphs but not necessarily in the order in which they 
would be invoked if available* 

a Q Use of Normal Spare Emergency Transmitters * 

Though Soviet policy with respect to the 
provision of spare transmitters is not known* it is normal practice 
in moat modem coutries* where continuity of service is a factor* to 
provide such "fallback" facility* Pursuant to the estimate already 
made that some 2*300 radio stations may have spare transmitters* it 
appears from this that a most considerable number of useful jammers 
could be derived from this source* 

b Q Use of Dummy Service Transmitters o 

In the strategic employment of communications^ 
belligerent nations over the years have sought to conceal the imminence 
of an operation as reflected in surges of communication activity by 
loading the channels between these surges with dummy traffic* It Is 
not known Aether the Soviet Orbit utilizes this procedure today but 
it must be aware of its value* In any Soviet? compression of the use 
of radio these troughs between crests or surges would tend to disappear 
thus releasing some transmitters * 

c* Transmitters Used for Practice Purposes * 

It is not uncommon to give final training to 
radio operators and at the same time keep facilities in a state of 
operational readiness for any assigned mission by handling practice 
traffic on live circuits* It is not knowntc what extent this training 
aid is used by thb Soviet Orbit* If used* suspension of the practice 
would release additional transmitters for jamming* 

d* Transmitters Handling Deception Traffic * 

Communication strategy includes the transmission 
of traffic designed to misinform potential and real enemies* The 
technique is an old one* undoubtedly known to the Kremlin* It is not 
known to what extent this practice is being used today * if at all# or 
tfiat if any plans the Kremlin has made for its future use* If used 
today* suspension of the practice would release an un kno wn number of 
transmitters for jamming purposes* 

e 0 Strategic Spare Transmitters* 

As a safeguard against revelation to potential 
enemies of the existence of certain strategic radio transmitters* is 
seems likely that the Soviet Orbit would provide in readiness for 
strategic use, if* as* and when necessary* considerable numbers of 
transmitters which would not otherwise be used at all* 
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Nothing is known of the actual existence of such transmitters an wo 
Soviet Orbit, but it must be assumed, in the interest of safety, that 
some exist. If they exist and Kremlin strategy so dictated, they 

could be invoked to fortify a jamming campaign. 

* 

f 0 Tr*"«"ritters Performing Non-essential Services . 

It is speculated that one of the more prolific 
sources of additional transmitters for jamming operations would be the 
reduction or suspension of non-essential wire and radio services. 

This applies particulary to the domestic and international point-to= 
point and mass aural radiobroadcasting. 

(l)o Domestic and InternatioriIPoint-tc-point 
Services . 

The Soviet Orbit poist-to-point services 
handle considerable quantities of so-called public correspondence, 
telegrams and conversations of the public & as private individuals© 

This may be called system "slack." The percentage of slack to total 
traff 4 c is probably much less in a non-consumer, non-free enterprise 
economy, like the Soviet Orbit, than in true democracies. Yet is is 
believed to be significantly appreciable vis-a-vis electromagnetic 
warfare enlargement. It is probably not beyond the realm of Kremlin 
decision to decree that such traffic is non-essential and hence to 
suspend its handling by rapid media. Probably the great bulk of such 
traffic could be diverted to air mail, regular mail, and other media 
while some would simply disappear.' In the interest of communication 
security it is likely that under normal circumstances, where a choice 
of media is between wire (land and submarine) and radio, this innocuous 
slack traffic would be handled by radio, wire facilities being saved 
for intelligence-containing strategic traffic. The cessation of such 
traffic would directly help to release radio transmitters and at the 
same time indirectly enhance the capacity of wire facilities for such 
strategic traffic as in now being handled by radio, thus possibly 
releasing additional transmitters for jamming purposes. 

(2). Mass Aural Radiobroadcasting Service . 

The tabulation in Appendix E shows a 
total of known radio transmitters employed for mass aural radio- 
broadcasting in the Soviet Orbit of U21 transmitters. Also shown are 
the bands in which they operate and the power categories into which 
they f all . It is possible that some of these radiobroadcating trans- 
mitters are included in the almost 900 transmitters now thought to be 
employed in jamming, full and part time. Assuming, however, that none 
of these radiobroadcasting transmitters are presently operating as 
jammers and that the Soviets might, for strategic reasons, decide tnat 
radiobroadcasting in its present form is non-essential, all or most 
of these radiobreadcasting -transmitters could be diverted to jamming. 
This extreme situation would increase the number of transmitters that 
could be diverted to jamming, by approximately fifty percent. 

There is some evidence to suggest that 
rmae aural broadcasting, at least domestically, is progressively 
dep endin g less and less upon radio as the link between the studio ana 
the listener in the Soviet Orbit. Appendix J points up the trend in 
broadcast reception. It allows that mass reception by radio is 
apparently losing ground to mass reception by wire. The wire diffusion 
net, of which there are already tens of thousands in the Orbit, is a 
closed invulnerable system offering absolute government control of 
program selection. The wire diffusion exchange center from which the 
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^Lre lines to the loudspeakers radiate is in effect a broadcasting 
studiOo Party members are in charge to insure sanitation of program 
contento The center not only relays programs from broadcasting 
stations but can and does originate programs o It usually contains a 
microphone and transcription equipment 0 Msuny of these centers enjoy 
wire connections to the nearest city containing radiobroadcasting 
stations 0 Some of the wire diffusion exchanges still have to rely 
on radio receivers Ifor the recaption of programs which are fed into 
the lines servng the loudspeakers in the network but the areas 
dependent on radio links are decreasing* The cities and villages of 
the Orbit are reaching toward the radiobroadcasting station cities 
with wire and thesesame cities in turn are reaching out to other cities 
and villages with wire* The non«wire or radio gap seems to be closing 
with wire line circuits gradually assuming more of the distribution 
function* 

In the meantime the longer distance relaying' 
Xin’ such as between Moscow and the other main radiobroadcasting 
centers are generally radio* though some relaying is done by wire now 
and with the expected installation of additional wire line circuits 
more transmission of programs by uira can be anticipated* In the 
meantime* dependence on the radio link for rebroadcasting could be 
overcome by the transport of program transcriptions end script by air* 
rail or other means* Because the Soviets can control the timeliness 
of all news reaching the masses* the importance of this factor in the 
reporting of news is not as great as in* for instance* the U* So 

Should the Kremlin decide that it were 
strategically desirable* some increment in jamming transmitters or 
jamming transmitter time could be obtained from the discontinuance of 
its international radiobroadcasting service* as reflected in Appendix 
Oo As it is likely that some of the transmitters tabulated in Appendix 
S are employed in the intemational' broadcasting service, it is not 
thought any great increment could oe derived from the suspension of 
this service* 


(3)o Others * 

As for other services there seems little 
2itel3iioodthat any appreciable sources of additional transmitters could 
be obtained from other services* Some of these services employ large 
quantities of transmitters but the powers arc probably low* such as the 
land-mobile services* In soma other services* the functions they perform 
a ra thought to be too vital to suspend* These include the aeronautical 
and maritime mobile services* The tabulation in Appendix C shows that 
the Soviet Orbit operates 2U2 international radio circuits* Some ?U 
of these radio circuits are between Orbit countries* and the remaining 
168 radio circuits are with non«0rbit countries* While probably 
several hundred additional transmitters of considerable power might be 
derived from this service* there is grave question as to whether it 
would be strategically sound for the Kremlin to forego any of this 
service* Within the Orbit they are probably necessary to back up wire 
command circuits* Externally they seem indispensable to maintain 
commercial* diplomatic* and intelligence liaison for the prosecution 
of Soviet aggressive foreign policy and Oommunist operative activities* 
However* foreign reaction to my aggravated cold war tactics on the 
part of the Kremlin could result in foreign suspension of Soviet Orbit 
circuits* thus releasing Orbit transmitters for jamming uses* 
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g 0 Transmitters Employed Only Part Time in Essential. 

Services o ' 

Not all transmitters in all services are used on 
a f ul l time basis around the clock© In fact it seems probable that 
most transmitters are not so used© But transmitters assigned to 
circuits where readiness-to-service is a vital factor, rather than 
steady traffic volume*, should be eliminated from that large group© 
Included in these are strategic command services, military, aero® 
nautical, and maritime eonxnunication services and radionavigatiott 
and radio control services© Of the estimated large remainder, among 
which are the hundreds of lightly loaded point®to®point, meteorol® 
ogical, and other services, many hours of jamming service availability 
seem evident© 

ho Transmitters Co nd ucting Services Which Gan Be Shifted 

€o Qthe r*Media© 

The principal alternate rapid media for pcint-to® 
point service are the wire line and micro-wave radio© The map in 
Appendix B shows the areas in which there is some wire line avail® 
ability© Ho data are available on the existence of micro-wave radio. 

In the wire line areas, when radio is used also for point-to-point 
service, traffic could be shifted to wire facilities, thus releasing 
significant numbers of transmitters for jamming purposes© 

I© Transmitters Released by Acceptance of Delayed Service© 

Acceptance of delayed service can contribute to the 
availability of transmitters for jamming service© Under conditions 
where delayed service policies can be tolerated, the traffic lead is 
adjusted to the facility, rather than the facility being adjusted to 
the traffic load© Minimization in us© of facilities is thus achievable© 
There are at least three methods by which to do this© 

(1) e Redu ction in the Number of Direct Circuits© 

This method is best described by illustration© 

If the 30 assumed main communications cities of the Soviet Union in 
Tables 1 and 2 section I«A®3L®a=>(l), which shows the highest number of 
frequency assignments, each communicate with each other in both 
directions all at the same time, the number of transmitters involved 
is 30 x 29 or 870 transmitters. If the service can tolerate delays*, 
traffic relaying can be invoked^ thus reducing the number of cities 
involved in joint intercommunication* If the number of cities is 
reduced by half, to 15, then the number of transmitters involved under 
the sane condition© would be 15 x Ui or 210, a reduction in transmitters 
of about 75 percent© While this piles up traffic at the fewer centers, 
the procedure under (i) is applied© 

(2) © Invocation of Priorities in Traffic Handling© 

There is evidence that the Soviet Orbit now 
bases tariffs upon priority of service classifications© Under strategic 
necessity, the relative classifications might be retained but the over® 
@11 speed of service from origin to destination for all classes might 
be appreciably reduced. Hew priority classifications to cover various 
classes of gcvermental strategic traffic could be invoked, if they do 
not already prevail© 

0)o Flattening Out of 2U-Hour Traffic Load Cur ve 0 

Combined with the other elements in this subsection, 
leveling off of the load curve so that channels of communication are kept 
loaded to capacity over the 2l*4iour day, and deliberate procedures for 
feeding traffic into the system around the clock, maximize circuit 
efficiency and thus help to reduce transmitter requirements© Ho estimate 
can be given as to the number that can be released for jamming missions 
by the application or further application of these methods© 
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j 0 Increase In S peed And/or Capacity of Residual Facilities * 

The number of required service transmitters can he reduced 
hf .increasing the speed at wnich they transmit telegraphic traffic 0 However*, 
t,her* are operational, technical, and propagational limits to which this can 
be done* The capacity of a transmitter can also be increased by increasing 
the number of telegraph and telephone channels served by a single transmitter 
The sa^e limitations apply as those of increased speed* It is not known to 
what extent Soviet Orbit transmitters are operating maximally in these respects * 
It iseemrt safe to assume that the Soviet Orbit is capable of squeezing out 
additional capacity from many of its transmitters,, 

k„ Reduction of Service * 

To squeeze out additional transmitters for jamming purposes 
it is probaile that the scope and/or depth of almost all radio services could 
be reduced in one way or another* The amount of reduction achieved would 
obviously vary with the strategic or economic importance of the service 
currently being rendered* Reduction is ah alternative to elimination of a 
service altogether and offers a wide range of qualitative and quantitative 
choices * This method is involved in some of the methods previously described, 
bat here it stresses a specific approach which should be fruitful if broadly 
applied to all uses of radio in great detail *, Under critical condi tions e 
it is usually found that what is thought to be essential or necessary radio 
service can be dispensed with or greatly reduced with little or no adverse 
effects t Significant numbers of additional part time or full time trans- 
mitters may be made available for jamming from this source,, 

1 0 Reduction in the Humber of Transmitters at Locations 

Conducting a Variety of Radio Services *, 

Locations conducting a number of different radio service# 
may have assigned one or more individual transmitters to each service con- 
ducted* This practice is not always necessary where the services performed 
&;?e not continuous or where readiness- to -serve is not a prime factor* For 
example, if a meteorological radio station is equipped with a transmitter 
for the collection and/or dissemination of weather data and the station 
itself Is also a unit in the basic communications system, for which it has 
a second transmitter it is possible that one transmitter could perform both 
services* Normally weather report transmissions are periodic and basic 
csmmfti cations system traffic at many isolated weather stations locations 
relatively light* Under such circumstances it is possible that a single 
transmitter would suffice* This technique might be a likely source of 
additional jammer transmitters* 

m „ Scheduling of Residual Radio Services 0 

It is possible that in some radio services which must 
be conducted under all or nearly all conditions and circumstances that the 
service can be scheduled as to time, geographic area, frequency band, and/or 
transmitter assignment* These elements might be brought into schedule singly 
or in combination to arrive at a plan of operation which would produce an 
optimum availability product of transmitters, time* area and frequency band 
for jamming operations * 

The enumerations (a) through (m) in the foregoing give a 
number of possible methods by which capability of enlargement of electromagnetic 
warfare might be achieved* Since it is not known to what extent these methods 
are pow employed to achieve current jajnming performance, no quantitative esti- 
mate can be hazarded on the increment that could be derived therefrom*, HoVever 0 
if the methods are considered in their entirety, it is believed that full and 
thorough exploitation of them would appreciably enlarge present capabilities* 

The strategic cost of utilizing these diversionary capabili- 
ties is thought to vary exponentially with the extent of their utilization* 

T iU> is believed to be true because rapid communications are fundamentally 
m ians for accelerating human action and accelerated human action in turn 
inposes demands for additional accelerating means* 
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3o Diversion of Manpower 

+»*, th ® ecIargaEMsat of etectsomagnutic 

werfase, thedivarwixm of manpower falls Into two broad categories s 

from e^eting radio aarviees and diversions from fthey 
sources to man new facilities., 

„ It is estimated that the strategic cost of divarsinnsi 

from existing radio services would be relatively -in^o n P eq ,,orrM a i r* 
apjeaxs that the principal need for ^SSaSrLSSSTSlS. tte 

transmitter attendance, and jamming network control opera tions . It 

Mlia™r+v, iABt v, E10S l. 0 f-. thefi ® rc ^ uimnentB could be met by those 
pleased throng curtailment of legitimate radio service opexaSons, 

SSEEL f° m th ® 6tand ? ojj4t of ^ whole manpower supply,™ 
additional manpower would be consumed directly and indir ectly in 
consequence of curtailed rapid cor«uaieatio?W ceruloesT 

tion of amttavS. < am V 

ho H dnani Utilisation o f Present Oapabllites Over 
the Next Two Years,, 


, . }“ e strateric cost of maximum utilisation of orespnt 

capabilities (as developed in section 2) over the next two^ears 
are considered to be almost intolerable. If on the other hand 
ll an^Th nr C1 ^^ ie ? 1 wore manufactured (as mentioned in section 

utiliLd to l, ’thp R< faC J: lltl f’ S 'f h as ener T' enc l transmitters were 
utilised to the extent needed ior effective jamming at external 

communications systems it is quite possible that the overall 
strategic cost wouid not be intolerable, and well within the 

matSi 1 ! tle rt ° f the Sovjet 0rbit '’ xt is true that to provide 
material and manpower ior new construction some diversion of 

L eS ^ eeS ^!j ld b e required, but it is thought that this could 
be obtained from the less critical programs. This is believed 
tobe so without consideration of the potential effects of 
retaliatory jamming,. 


Qnm of th® prime objectives of the Kremlin is glv&rc 
the rapid expansion of the strata pic pernr (both economic md military) 
of the Soviet Orbito Xt seeks to a ehievB that expansion at an accelerate 
iny rate? E^pid coimumdcation^ an accelerating resource itself g, mwt 
precede and keep pm® with this expansion* Any modern economy because 
mi th® complexity and interdependence of th© various activities of th© 
imtion does have adequate facilities for rapid coirammicaticr,o In tho 
Soviet Orbit whera control has hmn centralised to an extremely hiph 
deprea *Sid wtore economic and military activity is. disp&raed owr a 
hugt* gsoo praphxoal rapid and sure communications are necessity and 

essential , . 9 In tho case of the TJ3SR itn®lf t in which th© preponderant© 
of am expansion in taking place east of the Urals rapid 

eommunicatdona facilities are scarce' ( particularly landlines) th@r® £g 
Xiiil© doubt that increases in these facilities will inevitably ccs&ttaM- 
Heno 1 ® it woiild eeem that th© Soviet Orbit would need to develop wad 
mm of these rsso ureea rather than to consider any significant 
curtailment 'thorata* 
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Iflhere there is a choice of media the Kremlin can fawr 
wire over radio* or physical -media over both,* "There is question* 

however* whether the Orbit* at least in those huge areas where rapid 
©oamimic&tlons resources are relatively undeveloped* could afford the 
luxury of doing anything Itself that would *di*ainiph or tend to diminish^ 
for the rnx t two years at least* the rate at which it seeks to accelerate 
the growth of strategic power® Nor does it seem likely* for the sms 
reasons* that the Orbit would cherish the potential retardations! effects 
of retaliatory Jawing upon that rate® 

Emctemm utilisation could impair the politically 
cohesive «md control benefits of domestic mass aural radiobroad« 
eastings theagitafcive arid propagandist!© potency of international 
mm® .aural and pms& radiobroadcasting, the efficiency of economic 
perfom&nea* the cultural and social satisfactions of the people 
derived through, and from rapid communications services, a nd the 
strategic and tactical contributions of radio service® for the 
exercise of military c&mmd and the effective deployment and use of 
military weapons^ 

So Igweas toj^Pra gj^ Cap orer , 
fjgp ’fearso * _ , 

On the basis of the post-World War IX rate of growth 
of rapid cojrgfiuhic^tibhs facilities in the Soviet Orbit and of the 
production and importation of the means for providing those facilities* 
it mm® clear that the Soviet Orbit could markedly increase its 
elec tromapie tie warfare capability* The amount of increase would of 
course directly depend upon Kremlin intention© with respect to jamming* 

If future jaimdng potential dominates production planning and rapid 
cowmications systematisation in such wise as to diminish dependence 
on radio below 30,000 kilocycle©, the increment in capability could be 
large o Tfo© us® of wire, and radio above 30,000 kilocycles in all 
feasible applications, m well as enlargement and improvement ©f 
rapid physical transport, would accomplish this* 

But even without any Kremlin intentions to enlarge 
jamming capabilities m such, the growth of radio facilities to 
support all other plans and intentions would yield to' 

increase in capabilityo 



«)Qyea 
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It there should h© a policy decision to enlarge the mope ©f 
offensive ©leotromgnatic wto f the decision would be military as well 
a© political* Thera would, than* ho no question of diverting military re® 
sources 0 but rathar of reallocating equipment supplies,, 

f hero have bs®n reported sshortagas of critical material a in 
the electronic® industry, ami the continued import of certain critical mate** 
rials {acquired tram Western sources covertly or through transshipments ) in- 
dicates the possibilities of low inventories or an of fort to stockpile* How* 
@w, the low rate of cutout of transmitters and transmitting tubas* partie** 
ularly in Bast 0ensasy 9 la at least partially due to lack of demand » It ia 
believed that production of high^power transmitters under 30 megacycles could 
be insre&ssd significantly without diverting large amount© of critical re- 
sources* The requirements placed upon the electronics industry in a state of 
enlarged electromagnetic warfare would .be fully eonamensurate with the cap^ 
acity of the industry to sustain increased production* 




Frc® the meager information available* it appear® that the feasi© 
consaaealeationa network within the USSR offer® relatively little cushion* and 
tram this It might h® pc^tulat^d that the military networks offer little 
capacity* If this is trim? diversion of military ccraimioatiois® facilities from 
normal service to electromagnetic warfare might eliminate available cushion sM 
reduce needed capacity 0 




Military personnel presently engaged in commun 1 cat i am ooutld* bM 
probably would* fee mod to conduct electromagnetic countermeasures CBCM) 0 The 
more obvious tyo®s of janmiug could.bo conducted with little or -no additional 
trainings wheats a® complex types would require ©©menaurat® training* 

It ia feclieTOd that the m&l® of ©IcctroMgnetlc warfare could 
be greatly increased without slgnlf leant diversion of mm'omor in the pro* 
duction facilities of eXeetrcnic equipment* A large mmrwo of trained m&n^> 
pow#r can at aisy time be diverted from production of civilian broadcast receivers 
television receivers and other non~erltic&l end»products to whatever priority 
task© confront the Industry, there io little doubt that, within a relatively 
short time* the 'electronics industry itself can affect the necessary reaXlooa-® 
tion of labor,, without affecting other industries or tapping military manpower 
resoureeso 


4. KmiiHL 


The military omt currently cannot be distinguished from the 

total cost? 

The production cost of this' effort may bs considered military 
m- xMxaHailitary* depending upon Interpretation and effect* It is known. that 
meet key Satellite electronics mamfaettirere produce dominantly for military 
purposes and in several cases up to 90 p®r cent of such outnut is destined 
for the USSR, The*’ sparsity, of 3 nf oanratloa on all electroniee production use** 
f«l in electromagnetic warfare precludes an estimate of that oortion whiife my 
fe® considered strictly military* 
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Maximum utilisation of present capabilities over the next t m 
years would place a nine? additional strain on the production facilities that* 
rapport the *jwming effoi m 0 Maximum utilisation of existing facilities vould 
b© reflected in a haightt-ed demand for replacement tubes* The electron mb® 
industry 3s believed capable of meeting this demand $ indeed 0 there era several 
axample® of production typ 5 ? shift and induced speed-ups to turn out %vbe types 
in critical shortage 0 Hmr^var ? the military coot of maximum utilisation of all 
plant is not readily asses vable 0 


60 


The history of the Soviet electronics industry since 1941 ha* 
haen om of eonilnmnas expansion «» of plant, personnel, and production* fhafe 
this expansion is continuing apac© is evidenced by the current development of 
the elytron tube industry* The level of output of tubes is the key to mmiw- 
ing the capability of the electronics industry. In the tube industry of the 
fJBSB five new plants are reported to be in process of construction at the pre- 
sent time* It is most logic*'; to assume a corresponding expansion of the depend- 
ent olertarantag assembly and component® parts industry* 

While the available evidence does not permit the determination 
of where emphasis is being placed in the development of additional plant* it 
i© certainly reasonable to #x}^ect that the requirements of an e Ira tr om&gnct 
warfare program are well In the fore* We can anticipate that the industry . will 
he geared to support the constantly increasing capability of the janaateg 
wwkSo 


- 71 - 


Appro ved For Release 2004/07/0^ ^CJp^ggP|2B01 


090R000300020038-2 



Approved For Release 2004/07/09 : CIA-RDP92B01090R000300020038-2 

s-iHHHHE 


TTIo Vulnerabnity and Prpbable 

^MTOnieation^~Qpereitlona 0 

In this report vulnerability does not refer to the susceptibility 
of Soviet Orbit radio circuits to the direct technical effects of 
radio propagation generated by retaliatory electromagnetic warfare 
operations® Those effects are treated in other reports 0 For the 
purposes of this report vulnerability is defined as the susceptibility 
of the Soviet Orbit to disruptions in the exercise of the sum total 
activities of the state in all of its ramifications , in so far as that 
susceptibility is conditioned by rapid communications e Here the key 
to an assessment of vulnerability is the measurement of the strategic 
essentiality of Soviet Orbit radio services for that purpose 0 In this 
report th® "probable effects of retaliation* encompasses an assessment 
Of the harm that retaliation can inflict upon those Instrumentalities* 
assuming that retaliatory electromagnetic warfare is e ffective® 

A » VMlBar&biUtieso 

The degree of essentiality of the contribution that a rapid 
ecBmmnication resource makes to the sum total activities of the stat® 
in all its ramification is considered to be the measure of vulnerability 
of that resource® Where there is no essentiality* there is no vulner^ 
ability* To avoid delving into abstraction* it is necessary to limit 
consideration here to strategic essentialities* Where essentiality is 
strategics the vulnerability is concomitantly strategic* Section I gi ms 
some clues as to the strategic essentialities of rapid communications in terms 
of surmised service performed* ‘lapid communications channels may be classic 
fied according to the strategic essentiality of the service they contribute* 
These are command channels* intelligence channels, operational channels, and 
support channels. To assess vulnerabilities, it is necessary to examim 
the existing capabilities of the Soviet Orbit rapid communications pro: 'lie 
to supply the four classes of functional channels mentioned© 

Command channels are those channels required for the 
exercise of supreme authority and control* Their lack of availability 
may jeopardise the safety and security of the Soviet Orbit or a portion 
thereof o All segments of the Soviet Orbit hierarchy are assumed to 
require the use of such channels© Politically they are vital to control 
and cohesion of the masses of peoples and for the execution of domestic 
and foreign policy* Economically they are indispensable to centralized, 
economic control of production and distribution* Militarily they ar© 
vital to the exercise of air, sea, and land power* Such channels ar$ 
likely to emanate from the headquarters city of the country and from 
alternate emergency headquarters cities to all strategic points in the 
domain* Moscow may be assumed to enjoy direct command channels to all 
Orbit country capitals, to all USSR Republics and other political sub- 
divisions, as well as to economic control centers and principal head- 
quarters of the army, navy, and air force wherever located* 


channels are not necessarily channels of volume 
service. Instantaneous readiness^t^servo, certainty and security of 
service are the urlme prerequisite of such channels* Such channels ars 
not apt to be cluttered up with administrative or other traffic which 
may impair the instantanelty of availability for command cozrnnmicstlens© 
It is surmised that such channels in the Soviet Orbit are backed up 
with alternate channels as protection against loss of the primary channel 
through sabotage, accident, or acts of God* As is seen in Appendix B 
> 4 E ^ ro ^ >ean oor ^ on bhe Orbit is well covered with principal wire 
line facilities* Primary, secondary, and if necessary, additional fall- 
oaek channels may be available over two or more different wire line 

v,, and “ n some , Places, microwave radio circuits as well). Within 
this European area little if any dependence on the radio media for 
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point-to-point command channels appears to prevail for intra area 
service o But even here sabotage of wire lines (and micro**wave circuits) 
by anti^Ooirnmnista in satellite countries is a factor,-. Bast of the 
tfrala and in large portions of Coimminist China the situation is 
marfsedly different 0 Wire line coverage is rot only irocaapleie, but 
alternate nine line routes do not existf the cnly ecraplete krmm®nt±n~ 
ental route follows the trano«Siberi m Railroad© Here dependence upon rail : 
as a rapid media appears heavy© However 9 the dep end ability of a radio, 
circuit varies with its lengths Furthermore, sine® the susceptibility 
of a wire line to interruption or operational maladjustment is a direct 
function of Its length, wire command channels between, for example^ 

Moscow and the wire line points to the far north and east can seemly 
be depended upon for readiiiess«to«-serve continuity© 

As for international point-to-point command channels 
which servo foreign political, intelligence, and cogitative needs, 
dependence is unavoidably heavy upon radio* Wire lines are generally 
available on an intra-continental basis and some, but mt all, 
continents are interconnected by submarine cable* But even where wire 
faci li ties are available, relay of traffic through neutral or unfriendly 
(to the Soviet Orbit) countries would render such relayed traffic subject 
to delay, destruction, or compromise*. The Soviet recognition of th&m 
vulnerabilities accent their provision of the sc<=c&ll®d "closed** inter- 
national radio channels, of which those reported to exist are listed 
in Appendix Do 


From the material at hand and analysed for this report, 
it sms convincingly clear# if one attests to view the Soviet domain, 
md the rest of the world ftm the vista of the Kremlin, that the 
vulnerability of Soviet cossnand channels is rather high in all areas 
€&cep& possibly in the Suropean Orbit*, 

” ' Intollirefflso C hamelSo 

mu not a^ail&bl# on the md ctumetei? 

of Soviet Oiftet Antelligen©® ehanmlSr Undoubtedly $®sm exists 
BW mantionM her® becauas® their strategic should 

be md efforts should to m&d® to fill gap® in information 


< 3- OmiaMp nal 


Operational ©tar*©!© are those @han»ls required fesr 
the optimum deployment and employment of strategic pm$? where time 
is previous and ci&pond&billty of service vital . From the aspect of 
dependence on radio* operational channels are of two principal types, 
One type, the non-mobile, partly depends upon radio as the medium v 
The other 5 the mobile, depend® almost wholly upon At- 


* This statement refers to the strategic meaning irae® 
mx eh as parallel lines do not exist with separation exceeding 20 
mil©©*, Technically there are 6 separate pole lines paralleling the 
franc Siberian Railroad from the TJral& across Siberia© She&e pole 
lines ere separated by a diebano© varying fro® 100 Xmt to 100 yards o 
This spacing, while not important from the s tendpoint of its 
capture by a" foreign power, substantially decreases the vulnerability 
of. the lines to damage from such unpredictable events m falling poles, 
breakage of cross-arm* short-circuits from broken wires, train wrecks# 
and Weather condl tionSo 
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N^Moblla Operation^, Chanaolgo 

Tho services performed by noiwaobiXe (includes 
portable) operational channels are eomeyhai of the same type as 
point-to-point command channels 9 but the urgency, importance ^ and 
dependability of the sendee they perform may be of a lower order* 

All of the Soviet Orbit hierarchy and subordinate echelons 

( politic esossaai©* air, «ea» and land) require the services of such 
channels © Th& urgency, importance, and dependability of the service 
gener ally varies Erectly with the organisational level of the echelon*. 

They may be looked upon as command^tactioal channels, subordinate only 
to command channels themselves * There are apt to be many more of these 
non-mobile operational channels than oomniand channels* While the wire- 
radio media facilities relationship with repeat to command channels 
holds for non^mobile operational channels, the lesser exacting service 
r@quXr®Hi®n&® permit, at least in some esses, the employment of less 
rapid communication© facilities, such as the rapid forms of transport* six $ 
rail* ahipg and v@hicle<> Hence the vulnerability of Soviet non-xitobils 
operational channels is still high, but not so high as for command channels 

9fc 

b a M obile Operati o n al C hanhols * 

Mobile channels are those operational channels which 
cannot perform thair service without the use of the radio medium* For 
this roaacn they are. as e group# the most crucial to Soviet Orbit 
alaetrcraagnotic warfare considerations* The services which these 
channels conduct are today vital to the development and employment# 
fcivil end military, of air# sea, and land power* They contribute to the 
effectiveness and acceleration of economic activity, and they aid in the 
exercise of political control and surveillance* They fall into two 
general types. On# type is the mobile eenwunicatlons channel# the other 
is tha radionavigation and radio oontjpol type* 

(1) Mobile Oonronleatlbna Channels* 

Mobil© commmications channels srs those channels 
which utilise the radio medium for conmmications between mobile units , 
such as aircraft# ships# vehicles# and trains# and between lend stations 
a nd mobile unite. There are thousands of these all over the Soviet 
Orbit* The length of the channel ranges from a few miles to thousands 
of miles* Tha volume of service rendered par charnel is generally not 
high, but the urgency. Importance, and dependability measures of the 
service requirement grows larger and larger as mobile units# .such a® 
aircraft# ships# and tanks become larger and more deadly# and the 
number of twits organised into a flight# force, or squadron increases,* 

Tha vulnerability of the service thase channels conduct depends upon 
the number# characteristics# and tha ^rp© of missions of the units 
involved and could approach the strategic importance of command channels, 
as in the case of a large flight of long range bombers armed with a tosms 
bombs on an attack mission, 

(2) MadionOTig a tion, and Radio Control Channels* 

Radionavigeticii channels are those channels which 
serve as aids to safe and accurate air, sea, and land navigation# bo's! 
civil and military* They also furnish location data for bombing arid 
other missions* Radio control channels are those channels which may' 
furnish control of guided missiles* Thors appear to be considerable 
numbers of the former radio service channels, but nothing is known of 
Soviet Orbit guided missile control channels* The combat need for 
:?jsr©» numbers of radlonarigation and radio control channels is pro= 
bgbly not cc&ttnous* In fast it is wall to suspect that the more vital 
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of these channels are shrouded in secrecy to be employed only if and 
whan It becomes strategically and tactically imperative© Non-combat 
need® are assumed to be continous, serving all useful activities of 
the Orbit* political* economic* and military® Some of the radio- 
navigational facilities are shown in Appendix F, but there are believed 
to be many more of them® The vulnerability of Soviet radionavigationaX 
and radio control services is considered generally high for combat 
usages but* in th® case of radionavig&tion for non*eombat usage, much 
lower* This is considered so because there exist alternative methods 
of navigation, though some of them may incur added hazards to safety 
md efficiency of operation® 

ho Sup port Chattels o 

Support channel® are .those channels required for the 
exercise of Orbit housekeeping functions* They include all those 
stragetic Channels not encompassed in command, intelligence, md 
operational channels* They are the most numerous class of the four© 
Such channels are known by many other names* Among these are 
©dmii&strative, logistic, exectttiv®, public, private, mass com=» 
munic&tion, news propaganda, industrial, etc* For purposes of 
international radio regulation, they include all the radio service© 
described in Section I« These channel© serve all segments of the 
government, industry, and the military® 

The vulnerability of support chamois is generally 
loss than that for the other three classes* The service they perform 
usually can tolerate some delay or can be dispensed with® Leas ^-apid 
media, such as physical transport, can be invoked a® a satisfactory 
alternate® Under certain critel conditions, circumstances, or 
situations where time is the crucial, element, vulnerability could b© 
high* On the whole the vulnerability of this class of chasm©! would 
probably rise exponentially with the elapse of time during which th© 
service they perform was unavailable, commencing at a low level of 
essentiality md rising rapidly until readjustments can he mad©. 

In th© interim there would occur a cumulative slowdown of th© susa 
total activities of the state© 

Th® above discussion of the four classes of chamois 
reveal what appears to be a .significant implication for retaliatory 
©lectromagssetlc warfare© The d iscuesion^ in effect, arrives -at the 
speculative conclusion that the chcnnels of greatest vulnerability 
(command) are fewest in number and that the channels of least 
vulnerability (support) are great in number)© If this conclusion 1® 
sound, then it must follow that retaliatory jamming should be 
selective and oancentrated on the fewer channels (oorm&nd) of maximal 
service vulnerability© But this conclusion must be as obvious to the 
Kremlin m it is to outsiders© Any Soviet intentions to astpand its 
electromagnetic warfare operations would undoubtedly b© conditioned 
by this awareness© 
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B ° Probable Effects of Retaliation tfcop 

Operationa l "*' 

Retaliation implies the existence of enlarged Soviet electro® 
magnetic warfare* It is safe to assume that Soviet decision to enlarge 
would probably be preceded by Soviet decision of intention followed by 
sound planning* Planning , among other things , would encompass means to 
circumvent the speculative conclusion that the channels of greatest 
vulnerability (command) 9 being fewest in number 9 would, if they could b© 
identified in the spectrum, be subject to selective and concentrated 
retaliatory jamming, hence effective jamming* Planning would also take 
into account the exposure of Soviet radio channels to its own jammings 

The probable effects of retaliation may be of three 
kinds: End effects upon the sum total activities of the Orbit j the 
effects upon the operational utilization of the rapid communication 
resources; and the diversion of resources© 

lo End Effects upon the Sum Tota l Activities of th e Or bit* 

Soviet planning to enlarge electromagnetic warfare would 
probably include plans to reduce the end effect on Orbit activities as 
much as could be anticipated* But, assuming a major order of the 
effectiveness of retaliatory jamming*, a slowdown in the sum total of 
activities to the Orbit would be expected to ensue* This is consequent 
to delay, confusion and losses in rapid radio communication services, 
with chain reactions tending to permeate the entire Orbit, possibly 
aggravated by some sabotage in some Orbit countries* The instantaneousness 
of political soundings and reactions may be impaired* The exercise of 
military command and the conduct of military operations my be jeopardized® 
The wheels of industry would likely slow down* The continuing struggle 
to achieve and maintain mass cohesion, potency and popularization oriented 
to the Kremlin may be weakened* The slow down would begin at a low level, 
probably rise rapidly, and begin to recede after readjustments could be made* 

Quantitative analysis of the effects of retaliatory jamming, 
if possible at all, would be exhaustingly laborious© 

2- the Operational , Utilisation of th&JRanld 

Communications Resource* * ““ 

The effects of retaliatory electromagnetic warfare 
upon the operational utilization of the Orbit rapid communications 
resource would depend to some extent upon the self •“‘induced effects 
introduced by the Soviet Orbit to enlarge its jamming attack (divers!©'! 
of service transmitters to jamming, and self jamming)* Tne effects 
would also depend upon the effectiveness of counter-attack. Theoretically 
the ultimate end product of the two actions would seem to be to destroy 
completely the utilization of the radio spectrum below 30,000 kilocycles 
for legitimate service* On the way to that end, the wire, microwave 
radio, and other rapid and less-than-rapid physical media .would be 
obliged to carry an increasingly heavy burden until that burden was total. 

Some of the methods of enlarging a Soviet attack arc 
given in Section II* These methods cover operational readjustments, 
diversions to other media, suspension of some radio and some other rapid 
services® They represent capability not necessarily certain utilization 
for jamming* Diversion or increase of production would have a direct 
bearing upon the extent to which the operational methods described in 
Section II would be employed* The decision as to the way in which, them 


* In time, duration, area of coverage, signal levels, ©mission character- 
istics, spectrum coverage, technical and operational control and 
systematization, and ability to find and identify the choicest targets© 
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operational and production factors are to to brought together to 
©emprise enlargement remains alone of course, with the Kremlin* 
m&mixig Kremlin initiation of enlargement* but ■ not alone with the 
Kremlin o nee that initiation takes pla©e t , Depending upon the degree 
of effectiveness^ retaliation would probably induce Soviet deeisloss^ 
to apply or to greater extent some of the methods of section 
II that are not employed in initiating enlarged jamming. 

In the field of military communications, it is of 
interest that the Soviets toe developed considerable proficiency in 
the design of high powered transmitters $ high-powered vacuum t ubm 
and directional antenna systems*, which would make j a m min g by non*® 
orbit countries more difficult o 

Although the standard Soviet Army procedure for defense 
against eneay jamming consists of a high refinement of operator techniques# 
the Orbit, employs a first class system of signal security based on 
World War XI German $$ UoSoScR* operations * with changes in frequency 9 
call signs 9 and the us® of cipher keys.-. These actions provide. & 
safeguard against ©elective controlled tactical jamming,. 

In suEsaasy* it ©an be said that although the Orbit 11 ® 
radio not© are vulnerable to a well organised system of forward worn 
jamiagg a number of factors such as signal security (radio silence) 
anti** jamming equipment®* and directional antenna systems msy eventually 
provide a for mi dable barrier to effective hon^orbit jamming operations » 

In ©onsictotng the effects of retaHatton 
&q£j«slng m Orbit tactical n© to* it must to remembered that the bulk 
of electrical ©OTiunications within Soviet Division® .. handled over wir® 
Ifm® with teletype being uwd from Division up. At all times*, Soviet 
doctrine dictates that maximum utilisation to made of existing civil 
fadLMM@©> In addition, should the radio circuits to effectively 
reversion of radio traffic to the n®w mi@ro~w&v«$ relay eystosas being 
installed and to other eq&Ip&ent above 30 sac/s will to initiated. 

the ©gbit countrieSi) in line with Soviet policy 9 will 
swert to other moans of ©cMWtlcations popular to the Soviet Arocp* 
su©h &© visual signals including such Itoaas a© pyrotoehmiee* heliograph 9 
smia ptore and panels* which normally used for the transmission ©£ 
stop; 1® cm sand© and target designations u 


M^ssanger® are a basic and important of oosasaunicatlo 

in the Soviet Airaor and are m®& at 'all ©ohelons ©f all srasg however,, 
the ©osamsnd liaison officer*) a specially trained and responsible staff 
officer*, presents the most unusual means of tactical ©©munic&tion^ 

A© © result of his special trainings tha ©omm&ntf liaison officer is able 
to react at aa^f time to asy given situation in the same manner &© hi@ 

Consequently*) the u&e of ©ssssnand liaison officers also tends 
to reduce the requirement for conventional mean© of communication®,. 

In event of electswsagneti© retaliation against the 
Soviet Orbit it appears certain that all ©oemunieatioa faelUtiM within 
the Orbit would to token m®r Immediately by the military,, This would 
inerms® the military capacity and provide ©ertain 'alternate eeomuaieatior 
circuit© > It is probable that increased reliance would to placed upon 
XaBMilinas md micro-wave link® Aero available . The imposition of moro 
stringent traffic priority eleeeiflea&ioiu could to expected** • It is 
believed that mmw t to aira^fl wuM follow* particularly in Eastern 
USSB Aero radio now forms the backbone ®f eww tmtiom* Beporto of 
an intensified program of carrier pigeon training by Soviet military 
feroes 1© indicative ©£ the probable m® ©f this font of communication 
In the went normal ©csniunlc&tion channels are denied, 
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l&octromgnetic countermeasures directed toward 
air navigational aids probably would be quit© affective since the 
Soviet Air Force is not known to have readily available a substitute 
BjBtm. teoune to such measures.. 

If the western nations were to retaliate in an 
©lectramgnetic it is believed the efficiency of Orbit tele- 
cemunteatione could be seriously impaired „ 

Diversion of Resources., 

Retaliation, if effective B would be expected to 
indue* diversion of resources^ The nature and magnitude of 
diversion would mm to fee a function of the extent to which the 
Kremlin failed correctly to measure the nature and extent .of 
retaliation effectiveness in fact, Assessment of such diversion 
is difficult if m% Impossible , The level of diversion would appear 
to hinge upzrn the essentiality of the ela®© of chamelsC Section III) 
dependent upon "the radio modi w which ms effectively Jammed;, The 
diversion of resources for ee&mnd channels could bo eoneiderable, 
this could involve special aircraft courier service^ hurried construction 
of new wire and Mem-wave radio facilities involving large numbers 
of construction manpower# reassignment of critical raw materials sad 
equipment frosa other. uses 0 and possibly the construction of new access 
roads for vehicular service. These diversions would likely take pl&c© 
for intelligences operational^ and support channels using the radio 
medium tat to a lessened degree respectively^ 
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IV » An Bsttoate of Soviet Orbit Cold v jar Electromagnetic Warfare Intentio ns 

Intention may be assessed by analyses of performance* 
plications, and planning 

As to performance* the Soviet Orbit has been buildinp what 
appears to be a jamming system. The magnitude and effectiveness of the system 
appears to be increasing. By performance the system is directed principally 
if not wholly against "hostile” radio signals entering the "sovereign" domain 
of the Orbit, It is meeting with appreciable technical success* but question** 
able psychological and communication success. Some signals get through « For** 
bidden fruit is sweet. Word of mouth is also d form of mass communication^ 
Openly the Kremlin defends its action on the legalistic grounds that the 
transmission of "hostile"* unwanted* anti-state signals into a foreign land 
is a breach of sovereign rights. The open objective of this Jamming then is 
the prevention of reception in the Orbit of foreign "bourgeois propaganda 
This objective is consistent with e stablished discontinuities in all forms 
of East-West communication. Thus far the effort at establishing a r adio dis® 
continuity has been applied almost exclusively to the mass aural radiobroad® 
casting service , 


It would* however* be hazardous to our conamnication security 
to conclude that this open objective represents t otal Soviet intention. There 
is evidence to suggest that this open objective may not be the only objective 
or even the principal objective of the current jamming effort. Similar* if 
not better* results could seemingly be obtained by confiscation of receivers 
capable of foreign reception. This apparently has not been done on a wide 
scale* though it is well within the police powers of the Kremlin, Rea&osas 
for not taking this effective* though perhaps psychologically drastic* action 
are not known. 


Steps short of this action have been taken* however. Foreign 
listening Is "discouraged" In numerous ways. Security of listening is pro® 
moted by the encouragement of group listening. Production of radio tuba re- 
ceivers for private sale is curtailed. Prices are high* Production of 
cheap* insensitive crystal receivers has been increasing. Construction of 
wire diffusion centers serving loudspeakers continue© at a high rate. The 
canters* being under state control and supervision, send out only sanitised 
programs. In terms of the number of transmitters employed* the Orbit mas© 
aural radio transmission base appears inadequate to serve so large an area 
ihrougfT'Sie radio medium alone© 

These intermediate-**!?! time more than in effecWmeasureet of 
actual performance offer material over which to speculate on implied inten® 
tions. The jamming performance today may have a dual purpose. It helps to 
achieve more complete East-West communication discontinuity. And it serves a 
a proving and exercising ground for the development of a broader electromag^ 
netic warfare resource. But if the intermediate measures are d eveloped to 
their ultimate end* the foreign radiobroadcast reception base in the Orbit 
will have been eradicated, and with it the need for jamming foreign radios 
broadcasts. This would leave the Orbit with a jamming resource without a 
mission. What is to become of it? 

It would be extraordinary indeed* if these implications 
have any basis in fact* to surmise that the Kremlin planning for jamming were 
limited in ©cope to considerations of foreign radiobroadcast service alone. 

It must occur to the Kremlin that its antagonists are polarized on the United 
States 9 that the United States is removed in distance* hence time* from its 
European and Pacific allies* and that* in consequence of the latter* the spar* 
slty of other rapid media and the length or inadequacies of rapid physical 
media* the United States is heavy dependent upon radio for rapid comimmica^ 
tions with its allies and its own strategic bases. 

It is not believed the Soviets will fully reveal their poten- 
tial for Electromagnetic Warfare during a cold«war period, A full effort of 
jamming during the cold-war period against military circuits is not contemn 
plated. 

The Soviets will probably attempt to minimise their vulner- 
ability by frequency flexibility* by providing ease of transmitter tuning* urn 
of antennas as directive as possible* judicious use of frequencies in relation 
to propagation conditions, use of more selective race Ivors* us© of short tram 
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mission techniques (flash), greater use of frequencies above 30 megacycles 
for tactical services, continued increase in activity at the very lent 
frequencies, probable use of frequencies in the 10-1$ kilocycles be nd 
from shore points which will provide them temporary immunity from counter- 
measures, and other well-established means of improving traffic speeds 
decreasing time on the air, and reducing over-all traffic and chatter! 

A* As tp Minimization of Slectromagne tic Warfare Vulnerab ilities 

Vulnerability has been defined here as the suscetflihll:^ 
of the Soviet Orbit to disruption in the exercise of the sum total*' 
activities of the state in all its ramifications* The key to 
assessment of vulnerability is the measurement of the strategic 
essentiality of Orbit radio services for those purposes* It is 
thought that the Orbit can considerably minimize further its cold 
war vulnerabilities* This can be done by reducing its present 
heavy dependence on the radio medium below 30,000 kilocycles* It 
possesses the productive and manpower capabilities to do so* 

Construction of wire lines and/or microwave radio systems to round 
out its basic and non-mobile rapid comunications facilities in 
large portions of the domain east of the Urals, increases in non- 
rapid media capacities in thin areas scattered around the Orbit, 
and improvements and extensions of rapid physical P WO ul.d 
markedly reduce the strategic essentiality of Orbit radio services,. 

But it can not completely overcome this strategic essent- 
iality without impairment of strategic power. Radio is needed for 
long-range mobile operations, principally for its air, sea, and 
land power. The Kremlin is unlikely to ignore this insurmountable 
condition in contriving to decide on the initiation of enlarged 
electromagnetic warfare. ^ 


- ® 08 ”® clear that, under cold war conditions, the 

Kremlin intends to continue to w ork toward minimization of th© 
strategic essentiality of Orbit radio services. But this will 
probably not be done at the risk of incurring serious disturbance 
to rapid and full flowering of Orbit strategic power. 


B. 


As to Ma ximization of Cold War Electrom a gneti c Warfare 


_ There is no evidence at hand to indicate that the Kremlin 
^ S 5 + ln £ ao * J invoke< ? thus far ln the post World War IX period ary 
o£ i ? 3 ® lect F? magnetxc warfare capabilities for what have been 
popularly called cold wars (Berlin Blockade, Korea, Indo»China). 

Tne current jamming effort against foreign radiobroadcasting, per 
^e, can be characterized as a legal contest with psychological 
warfare implications. But this is not to say that in any contrived 
future cold war incited by the Kremlin but executed by second 

^ s ,f ramli ? wou } d not invoke soma degree of electromagnetic 
wariare of the real variety. It would likely be innocently 
localized so as not to reveal the Kremlin's full hand of tricks. 
These would be reserve in the interest of surprise and of catehin- 
the major enemies unprepared for a hot war in which the Kremlin " 

Siitiativ^ 13 ^ h ° ld th<3 combat ® nd electromagnetic warfare 
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T© Conclusions 


The Soviot Orbit possesses^ in beings a masaaoth rapid 
ccOTamicatlona resource, included in whleh are active jamming 
ties* The Orbit holds the power to and probably i® improving and 
©spending this cowssnnications resource© It contains inadequacies in 
©cop® and depth® Those arc being overcome, but more than two year© will 
be required to iriniml&e them® In the uieantim® its vulnerability in terns 
of the strategic essentiality of its radio services is high® At the 
same time, it possesses a huge untapped elactroanagnatic warfare capabil- 
ity® But the full coms^toent of this capability in the face of its high 
vulnerability would be intolerable for several years to come® The Krem*> 
lin may tap this capability in part and only under localised cold war 
conditions in such wise as not to provoke broad retaliation on the part 
of free nation members of the United Nations® To do otherwise would 
simply warn the West of the shape of things to come and thus afford 
son and opportunity for the development of retaliatory capability 
(unless that capability already eariLsts® This tip-off would destroy the 
element of surprise which the Kremlin may wish to preserve® the 
problem 1® of sufficient magnitude and importance to justify contto® 
uing study and positive action® 
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Foatcriptf E ffects of a Hot War upon the Conclusions Beached in 
WFS orT Cold War o ~ 

Ao Civil 

Three assumptions are made here? X) That the hot 
war enemy is polarised at the United States j 2) That the Soviet 
Ozhit possesses greater electromagnetic warfare capability than 
do the free nations of the United Nations (This is purs conjecture) § 
and 3) That 'the Kremlin is swmra of (2)* The incidence of a hot 
war would invoke on the part of the Soviet Orbit m full m er^Xoy~ 
meat of its electromagnetic warfare capability as its war tW 
leg&B&i© strategic essential radio needs would permit* ‘ ' 
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